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Executive Summary 

 

The ENFIELD Data Management Plan (DMP) provides a comprehensive framework for 

handling, storing, sharing, and protecting data generated within the ENFIELD project. It 

ensures compliance with GDPR, the EU AI Act, and Horizon Europe’s Open Science 

policies while promoting data security, ethical AI development, and FAIR (Findable, 

Accessible, Interoperable, and Reusable) principles. The primary objectives of the DMP 

are to establish clear data ownership and governance policies, ensure privacy and 

security, facilitate responsible data sharing, and support AI-driven research with high-

quality, bias-free datasets. The DMP outlines the roles of data owners, stewards, and the 

Data Protection Officer (DPO) to ensure compliance with regulatory frameworks and 

maintain data integrity across all AI research activities. 

As part of ENFIELD’s iterative approach to data governance, Deliverable D1.2 laid the 

foundation for data management strategies, focusing on high-level governance, open-

access policies, and GDPR compliance. However, D1.3 builds upon this groundwork with 

a more comprehensive and structured approach, expanding its scope to include external 

stakeholder engagement through the Third-Party Exchange Scheme and Third-Party 

Innovation Scheme, thereby ensuring a broader impact on AI research and development. 

In contrast to D1.2, which primarily concentrated on internal data handling, D1.3 

enhances governance mechanisms, introduces advanced security measures, and aligns 

with the evolving EU AI Act, reinforcing compliance beyond GDPR. Additionally, D1.3 

integrates advanced AI-driven security features—including federated learning, AI 

anomaly detection, and bias mitigation techniques—ensuring ethical AI deployment and 

long-term sustainability. By implementing controlled access policies for sensitive datasets 

while supporting open-access initiatives, D1.3 strikes a balance between open innovation 

and data privacy, a key improvement over D1.2. 

The DMP also contains forward-looking statements, accommodating Open-Call 

challenges to be announced in the forthcoming Third-Party Exchange and Third-Party 

Innovation schemes. These initiatives will provide opportunities for external stakeholders 

to engage with ENFIELD’s data and AI models, extending the project’s impact beyond its 

consortium. Furthermore, D1.3 introduces performance monitoring mechanisms, 

including data breach prevention rates, AI transparency scores, and regulatory 

compliance audits, ensuring ongoing risk assessment and continuous improvement. By 

addressing long-term sustainability concerns, D1.3 ensures that ENFIELD’s AI assets 

remain secure, ethically governed, and continuously beneficial to the broader research 

and innovation community. 

Data collection within ENFIELD involves structured, semi-structured, and unstructured 

data sourced from IoT sensors, medical records, satellite imagery, industrial automation 
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systems, and AI-driven experiments. Advanced bias mitigation techniques, data 

anonymization, and federated learning are implemented to protect sensitive information 

while ensuring fair and ethical AI outcomes. ENFIELD actively supports open-access 

policies and FAIR data principles by making datasets available through Zenodo, 

OpenAIRE, and the European Open Science Cloud (EOSC). However, controlled access 

policies are applied to restricted and confidential datasets, balancing open innovation with 

privacy and security requirements. Additionally, AI model reproducibility is ensured 

through version-controlled datasets, metadata standardization, and benchmarking 

frameworks. Ethical and legal compliance remains a core component of the DMP, 

ensuring GDPR alignment, transparency in AI decision-making, and non-discriminatory 

AI applications. 

AI-driven data strategies are applied across key ENFIELD verticals, including healthcare, 

energy, manufacturing, and space exploration. In healthcare, AI enhances diagnostics, 

patient monitoring, and predictive analytics, ensuring privacy-preserving data processing. 

In the energy sector, AI optimizes smart grid operations, renewable energy forecasting, 

and battery storage efficiency. Manufacturing applications leverage AI for predictive 

maintenance, quality control, and robotics-based automation, while space-focused AI 

solutions enhance satellite data analysis, space debris tracking, and autonomous 

spacecraft operations. 

The Data Protection Officer (DPO) oversees regulatory compliance, AI risk assessment, 

data security, and ethical AI audits to mitigate risks related to bias, privacy, and 

accountability. To ensure continuous improvement, ENFIELD implements regular 

compliance audits, bias detection, cybersecurity assessments, and user feedback 

evaluations. Key performance indicators (KPIs) include data breach prevention rates, AI 

transparency scores, and regulatory audit success rates. 

The ENFIELD DMP serves as a foundation for responsible AI development, integrating 

strong security measures, ethical guidelines, and transparent data governance. By 

fostering open science, ethical AI deployment, and regulatory compliance, ENFIELD 

establishes a trustworthy, fair, and sustainable AI research ecosystem that contributes to 

the next generation of human-centric and green AI technologies. 
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1. Introduction 
 

1.1 Overview of the ENFIELD Project 

The ENFIELD project (European Lighthouse to Manifest Trustworthy and Green AI) represents 

a pioneering effort in advancing Artificial Intelligence (AI) research and development in Europe. 

The initiative brings together 30 consortium members from 18 countries, comprising leading 

educational institutions, research organizations, industries, and small and medium-sized 

enterprises (SMEs). This collaboration aims to establish a European Network of Excellence 

focused on responsible, ethical, and sustainable AI development. 

The project is built upon four fundamental pillars: 

1. Adaptive AI – Developing AI systems capable of continuous learning and adaptation. 

2. Green AI – Ensuring AI technologies are energy-efficient and environmentally sustainable. 

3. Human-Centric AI – Prioritizing ethical, explainable, and user-friendly AI systems. 

4. Trustworthy AI – Ensuring AI aligns with legal, social, and security standards. 

ENFIELD aims to fortify Europe’s competitive edge in AI research and deployment, fostering a 

synergistic environment for innovation, knowledge exchange, and collaborative problem-solving. 

It will contribute to key sectors, called verticals in the project, namely healthcare, energy, 

manufacturing, and space, where AI has the potential to revolutionize operations, increase 

efficiency, and support sustainable growth. 

 

1.2 Objectives of the ENFIELD Project 

The ENFIELD initiative has outlined ambitious objectives to drive AI research and practical 

implementation: 

• Development of over 75 AI solutions, spanning algorithms, methodologies, simulations, 

services, datasets, and prototypes. 

• Publication of 180+ scientific research papers in high-impact journals and conferences, 

ensuring widespread dissemination of findings. 

• Presentation of 200+ peer-reviewed studies to foster academic and industry collaboration. 

• Creation of strategic policy documents, including: 

o Common Research Roadmap and Vision for AI Development 

o Safety and Security Risk Assessment Framework 

o A White Paper on Safe and Secure AI in the EU 

o Gender and Ethics Framework to ensure inclusivity in AI development. 
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• Supporting 76+ individual researchers and 18 small-scale AI projects through Open Calls, 

enhancing inclusivity and diversity in research participation. 

• Conducting educational activities, such as summer schools and hackathons, to promote 

skills development and encourage interdisciplinary learning. 

• Engagement with policymakers, industry leaders, and the AI research community to 

ensure AI development aligns with European values, legal frameworks, and socio-

economic needs. 

 

1.3 The Role of the Data Management Plan (DMP) 

As AI research and applications involve extensive data generation, processing, and sharing, 

ENFIELD recognizes the critical need for a structured and well-governed approach to data 

management. The Data Management Plan (DMP) serves as a guiding document that defines best 

practices for data governance, ensuring responsible handling, accessibility, and ethical use of AI-

related datasets. 

1.3.1 Alignment with FAIR Principles 

The ENFIELD DMP is built upon the FAIR principles, ensuring that all research data is: 

• Findable – Data is cataloged, indexed, and easily discoverable through open repositories. 

• Accessible – Open access policies ensure that data is available to relevant stakeholders 

while maintaining security and privacy. 

• Interoperable – Data follows standardized formats and vocabularies, allowing seamless 

integration across different systems. 

• Reusable – High-quality metadata and documentation enhance the reusability of data by 

other researchers and institutions. 

1.3.2 Ensuring Compliance with Ethical and Legal Standards 

The DMP upholds stringent ethical and legal compliance measures, including: 

• Data privacy and security protections aligned with the General Data Protection Regulation 

(GDPR). 

• Informed consent mechanisms for all data collection involving human subjects. 

• Transparency in AI model development, ensuring fairness, explainability, and bias 

mitigation. 

• Intellectual Property (IP) guidelines that balance open science with innovation protection. 

1.3.3 Enabling Open Science and Knowledge Sharing 

In alignment with Horizon Europe’s Open Science Policy, ENFIELD commits to: 
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• Publishing research findings through Open Research Europe and institutional 

repositories. 

• Sharing educational resources, toolkits, and training materials to democratize access to 

AI knowledge. 

• Developing open-source software, models, and datasets, promoting collaboration and 

reproducibility in AI research. 

 

1.4 The Collaborative Approach of ENFIELD 

ENFIELD’s strength lies in its collaborative ecosystem, which brings together multidisciplinary 

expertise to tackle AI’s grand challenges. The project fosters cooperation among: 

• Academia and research institutions, contributing cutting-edge theories, methodologies, 

and technological advancements. 

• Industry leaders and SMEs, who bring real-world challenges, practical implementation 

needs, and commercial insights. 

• Policymakers and regulatory bodies, ensuring AI development aligns with governance, 

ethics, and security frameworks. 

• Civil society and user groups, providing valuable feedback on AI’s societal impact, 

usability, and acceptance. 

This collaborative model ensures that ENFIELD’s research outputs are not only technologically 

innovative but also socially responsible, legally compliant, and economically viable. 

 

1.5 Structure of the Data Management Plan 

The Data Management Plan (DMP) provides a comprehensive framework for handling research 

data throughout the project lifecycle. The following chapters detail various aspects of data 

governance and management: 

• Chapter 2: Data Governance – Defining data ownership, stewardship, and access 

policies. 

• Chapter 3: Data Collection and Generation – Outlining data sources, types, and quality 

assurance processes. 

• Chapter 4: Data Storage and Security – Detailing storage infrastructure, encryption, and 

access control mechanisms. 

• Chapter 5: Data Sharing and Preservation – Establishing guidelines for data sharing, 

metadata documentation, and long-term storage. 
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• Chapter 6: Ethical and Legal Considerations – Addressing informed consent, data 

protection, and intellectual property rights. 

• Chapter 7: Monitoring and Review – Implementing mechanisms for continuous 

improvement and compliance with evolving data standards. 

• Chapter 8: Integration of Open Science Practices – Encouraging transparency, 

collaboration, and open-access publishing. 

• Chapter 9-20 – Covering specific AI pillars (Green AI, Adaptive AI, Human-Centric AI, 

Trustworthy AI) and their applications across verticals such as healthcare, manufacturing, 

energy, and space. 

• Chapter 21: Ethics and Gender Dimension – Ensuring ethical integrity, fairness, and 

inclusivity in AI research by integrating ethical guidelines, bias mitigation strategies, and 

gender-responsive policies across data collection, model development, and decision-

making processes. 

 

2. Data Governance 
 

2.1 Introduction to Data Governance 

Data governance is a critical component of the ENFIELD project’s Data Management Plan (DMP), 

ensuring that all generated, collected, and shared data is managed in a responsible, ethical, and 

transparent manner. Given the multi-disciplinary and international nature of ENFIELD, 

establishing a clear governance structure is essential to maintain data integrity, security, 

accessibility, and compliance with European and international standards. 

The primary objectives of ENFIELD's data governance framework are: 

1. Defining data ownership and stewardship to establish responsibility for data assets. 

2. Ensuring compliance with ethical, legal, and regulatory frameworks, including GDPR and 

FAIR principles. 

3. Facilitating data sharing and interoperability while maintaining security and confidentiality. 

4. Implementing robust data access and control mechanisms to safeguard against 

unauthorized use or breaches. 

5. Promoting transparency and accountability in data management across all project 

activities. 
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2.2 Data Ownership and Responsibilities 

2.2.1 Consortium-Level Data Ownership 

The ENFIELD project consortium collectively owns the data generated within the project. This 

approach fosters an open and collaborative research environment, ensuring that data assets 

benefit all stakeholders involved in AI research, development, and deployment. 

However, to balance collaboration with individual contributions, the ownership of specific datasets 

remains with the partner organizations responsible for their collection, processing, and analysis.  

The key principles governing data ownership include: 

• Shared ownership within the consortium – Data generated as part of collaborative 

research efforts is co-owned by the contributing partners. 

• Institutional ownership – Each partner retains ownership of the data it collects, ensuring 

autonomy over proprietary or sensitive information. 

• Individual researcher contributions – Researchers affiliated with consortium members 

maintain intellectual property rights (IPR) over methodologies, models, and data-

processing techniques they develop. 

2.2.2 Role of the Data Management Officer (DMO) 

The Data Management Officer (DMO) plays a central role in overseeing the governance and 

administration of data-related activities. Responsibilities of the DMO include: 

• Enforcing data governance policies and ensuring compliance with ethical and legal 

standards. 

• Facilitating coordination between consortium partners for data access, sharing, and 

documentation. 

• Ensuring the implementation of best practices in data management, quality assurance, 

and security. 

• Handling data-related disputes and addressing concerns regarding ownership, access, 

and reuse. 

• Maintaining the FAIR compliance framework, ensuring that ENFIELD's data remains 

Findable, Accessible, Interoperable, and Reusable. 

 

2.3 Data Stewardship 

Data stewardship refers to the responsible management of data assets throughout their lifecycle, 

ensuring that they are maintained, documented, and preserved for future use. 
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2.3.1 Data Stewardship Responsibilities 

• Ensuring data accuracy and quality – Implementing validation, cleaning, and curation 

protocols. 

• Maintaining metadata and documentation – Ensuring proper annotation, version control, 

and contextual information for datasets. 

• Overseeing ethical data use – Ensuring compliance with data protection policies and 

General Data Protection Regulation (GDPR) requirements. 

• Promoting long-term data preservation – Archiving datasets in secure, accessible, and 

well-documented repositories. 

2.3.2 Data Governance Roles within the ENFIELD Consortium 

To facilitate effective data governance, different stakeholders within ENFIELD will assume specific 

roles, including: 

• Data Owners – Responsible for the primary collection, generation, and validation of 

datasets. 

• Data Stewards – Ensure that data is accurately documented, stored, and preserved for 

reuse. 

• Data Users – Consortium members, external collaborators, and researchers accessing 

and utilizing project data under predefined agreements. 

• Security and Compliance Officers – Monitor and enforce data protection, cybersecurity, 

and ethical guidelines. 

 

2.4 Data Access and Sharing Policies 

A structured data access and sharing framework is critical to promoting collaboration while 

maintaining security, confidentiality, and compliance with data protection laws. 

2.4.1 Data Access Control Mechanisms 

Access to ENFIELD’s datasets will be granted based on: 

1. Role-based Access Control (RBAC) – Different levels of access will be assigned to 

consortium members, researchers, and external stakeholders depending on their project 

involvement. 

2. Consent and Contractual Agreements – Data-sharing agreements will be implemented 

to regulate access to sensitive datasets. 

3. Secure Authentication Protocols – Multi-factor authentication (MFA) and encryption will 

be enforced to prevent unauthorized access. 
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2.4.2 Controlled Data Sharing 

ENFIELD promotes secure and ethical data sharing based on three primary access levels: 

1. Open Access Data – Publicly available datasets released under Creative Commons (CC) 

or open-source licenses. 

2. Consortium-Restricted Data – Data accessible only to ENFIELD consortium members, 

governed by internal agreements. 

3. Restricted and Sensitive Data – Data containing personal, proprietary, or security-

sensitive information, requiring special permissions and security measures for access. 

Data-sharing policies will be aligned with: 

• EU’s Open Science policies, ensuring transparency in research outputs. 

• GDPR compliance, particularly when dealing with personally identifiable information (PII). 

• FAIR principles, ensuring that datasets remain findable, accessible, interoperable, and 

reusable. 

2.4.3 Mechanisms for External Collaboration 

ENFIELD encourages external collaborations, such as partnerships with industry, regulatory 

bodies, and academia. However, external entities must: 

• Sign formal data-sharing agreements outlining permissible data usage. 

• Comply with data protection laws to ensure ethical handling of sensitive information. 

• Acknowledge ENFIELD contributions in research publications and reports. 

 

2.5 Compliance with Ethical and Legal Standards 

2.5.1 GDPR Compliance 

ENFIELD’s data governance framework is fully aligned with the General Data Protection 

Regulation (GDPR) to ensure data privacy, security, and ethical use. Key principles include: 

• Lawfulness, fairness, and transparency – Data collection and usage will be clearly 

communicated to participants. 

• Purpose limitation – Data will only be used for specified, legitimate research objectives. 

• Data minimization – Only necessary data will be collected and processed. 

• Security measures – Encryption, anonymization, and pseudo-anonymization techniques 

will be implemented to protect sensitive information. 



ENFIELD  D1.3 

ENFIELD: European Lighthouse to Manifest Trustworthy and Green AI  29 

• Rights of data subjects – Individuals will have rights to access, rectify, delete, or restrict 

the use of their data. 

2.5.2 Intellectual Property and Licensing 

To balance open access with innovation protection, ENFIELD’s data licensing strategy includes: 

• Open-access licensing (Creative Commons, Open Data Commons) for non-sensitive 

datasets. 

• Confidentiality agreements for proprietary or restricted data. 

• Attribution requirements ensuring proper acknowledgment of data sources. 

 

2.6 Monitoring, Review, and Continuous Improvement 

Data governance is not static; it requires regular monitoring, assessment, and adaptation to align 

with evolving best practices, regulations, and technological advancements. 

2.6.1 Periodic Audits and Assessments 

• Quarterly reviews of data access logs to identify unauthorized or non-compliant activities. 

• Annual audits of data governance policies to incorporate updated GDPR, FAIR, and Open 

Science guidelines. 

• Feedback loops enabling stakeholders to report concerns and suggest improvements. 

2.6.2 Future-Proofing Data Governance 

ENFIELD aims to establish a long-term sustainable data governance framework by: 

• Incorporating AI-driven data management solutions for automation and efficiency. 

• Aligning with evolving European AI and data policies. 

• Ensuring community engagement through open forums, workshops, and collaborations. 

 

3. Data Collection and Generation 

3.1 Introduction 

Data collection and generation are fundamental aspects of the ENFIELD project, as AI research 

requires vast amounts of high-quality, reliable, and well-documented data. This chapter outlines 

the methodologies, sources, quality assurance mechanisms, and ethical considerations in data 

collection and generation. 
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ENFIELD adheres to FAIR principles (Findable, Accessible, Interoperable, and Reusable) to 

ensure that the data generated contributes to long-term AI advancements, research transparency, 

and responsible AI development. 

The scope of data management within ENFIELD covers the following areas: 

1. Research and Innovation Data – Data supporting AI model development, benchmarking, 

and evaluation. 

2. Third-Party Funding Scheme Data – Information collected from applicants and evaluation 

processes. 

3. Administrative and Project Management Data – Internal data used for coordination, 

funding, and compliance. 

The primary objectives of ENFIELD's data collection and generation strategy are: 

1. Ensuring data relevance and quality for AI model training, validation, and real-world 

deployment. 

2. Defining data sources and distinguishing between proprietary, open-access, and third-

party datasets. 

3. Establishing ethical data collection frameworks in compliance with GDPR and EU AI 

governance policies. 

4. Maintaining high standards of data security and privacy, including de-identification of 

personal data where necessary. 

5. Facilitating interdisciplinary and cross-sectoral collaboration in data-driven AI research. 

 

3.2 Types of Data 

ENFIELD generates and utilizes a diverse range of data types to support various AI research 

objectives. These data categories can be broadly classified into: 

3.2.1 Structured Data 

Structured data refers to well-organized, machine-readable datasets that follow predefined 

formats. These datasets are often stored in relational databases and spreadsheets. Examples 

include: 

• Numerical datasets (e.g., energy consumption readings, system performance metrics). 

• Sensor data (e.g., IoT device readings, climate sensors, medical device logs). 

• Transactional data (e.g., logs from AI decision-making systems, healthcare records). 

• Benchmark datasets for AI model validation. 
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3.2.2 Semi-Structured Data 

Semi-structured data lies between structured and unstructured data. It consists of datasets that 

contain metadata, allowing better organization but without a strict tabular structure. Examples 

include: 

• XML, JSON, and YAML formats used in AI configuration settings. 

• Metadata-enriched documents (e.g., AI model training logs, annotated images). 

• Event logs and system performance metrics from AI-driven applications. 

3.2.3 Unstructured Data 

Unstructured data is more complex and lacks a predefined format. It includes: 

• Textual data (e.g., research articles, reports, AI-generated explanations, chatbot 

interactions). 

• Multimedia content (e.g., images, videos, audio recordings). 

• Human feedback and annotations (e.g., user interaction logs, expert evaluations, manual 

labeling). 

3.2.4 Synthetic and Simulated Data 

Synthetic data is artificially generated rather than collected from real-world sources. It is 

particularly useful in AI research when: 

• Real-world data is scarce, costly, or restricted due to privacy concerns. 

• Simulating AI behaviors under controlled conditions is necessary. 

• Balancing datasets to reduce bias and enhance model generalizability. 

Some potential examples of synthetic data used in ENFIELD include: 

• Computer-generated images for AI vision training. 

• Simulated human interactions for chatbot testing. 

• Synthetic sensor readings for AI-based environmental monitoring. 

 

3.3 Data Sources 

ENFIELD gathers data from multiple trusted sources, ensuring diversity, relevance, and regulatory 

compliance. 



ENFIELD  D1.3 

ENFIELD: European Lighthouse to Manifest Trustworthy and Green AI  32 

3.3.1 Research and Innovation Data 

ENFIELD focuses on developing trustworthy, human-centric, green, and adaptive AI systems 

across multiple domains, including healthcare, energy, manufacturing, and space. Data collected 

for AI research includes: 

Publicly Available AI Datasets 

• ENFIELD utilizes open datasets from European and global repositories. 

• All external datasets are properly documented and referenced in the project’s data registry. 

• Compliance with licensing and attribution requirements is strictly enforced. 

Data Logs from AI Experiments 

• Logs related to AI model training, performance metrics, and algorithmic decisions are 

stored for research validation. 

• This data ensures reproducibility, explainability, and compliance with AI transparency 

regulations. 

3.3.2 Data Related to Third-Party Funding Schemes 

ENFIELD collects and stores applicant information related to two key third-party funding schemes: 

1. Third-Party Exchange Scheme for Researchers 

• Supports researchers seeking to collaborate within the ENFIELD network. 

• Data collected includes: 

o Researcher details (name, affiliation, expertise). 

o Research proposals submitted for funding. 

o Evaluation scores assigned by reviewers. 

2. Third-Party Innovation Scheme for Innovation Projects 

• Supports innovative AI projects aligned with ENFIELD’s research pillars. 

• Data collected includes: 

o Organization details and key project stakeholders. 

o Project proposals outlining objectives and expected impact. 

o Funding requests and budget plans. 

o Evaluation reports and award decisions. 

Data from these schemes is not open-access by default due to privacy, confidentiality, and funding 

regulations. Access is restricted to authorized personnel, with strong compliance measures in 

place for data protection and security. 
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3.3.3 Administrative and Project Management Data 

To support project coordination and compliance with Horizon Europe requirements, ENFIELD also 

manages: 

Internal Communication and Documentation 

• Meeting minutes, emails, project reports, and technical reviews. 

• Consortium-wide discussions on research progress and AI policy recommendations. 

Project Financial Data 

• Funding allocation records and budget breakdowns. 

• Partner contributions and financial reports submitted to Horizon Europe. 

• Audit logs ensuring compliance with financial regulations. 

Stakeholder Engagement Data 

• Records of interactions with industry partners, government agencies, and AI ethics boards. 

• Communication and dissemination activities, including event participation, policy briefings, 

and publication outreach. 

All administrative data is stored securely, and access is restricted to authorized users within the 

consortium. 

 

3.4 Data Quality 

Maintaining high data quality is crucial for ensuring that AI models produce accurate, unbiased, 

and reliable outcomes. ENFIELD follows rigorous quality assurance practices, including: 

3.4.1 Data Validation and Cleaning 

• Automated validation checks to detect missing values, anomalies, and inconsistencies. 

• Data normalization techniques to standardize formats across different sources. 

• Anomaly detection mechanisms using AI-driven approaches for detecting outliers. 

3.4.2 Bias Mitigation in Data 

• Data augmentation to diversify training samples. 

• Fairness-aware data preprocessing techniques to detect and remove biases related to 

gender, race, or other socio-demographic factors. 

• Interdisciplinary oversight from domain experts to review potential ethical concerns. 
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3.5 Ethical Considerations in Data Collection 

ENFIELD is committed to ethical AI research and follows strict guidelines for data privacy, security, 

and user rights. 

• Data anonymization and pseudonymization protect personal data. 

• Informed consent processes ensure transparency in data collection. 

• Differential privacy techniques enable AI research while preserving individual 

confidentiality. 

 

4. Data Storage and Security 

4.1 Introduction 

Effective data storage and security are fundamental to the ENFIELD project, ensuring that all 

research data, models, and metadata remain secure, accessible, and protected against 

unauthorized access or loss. Given the multi-disciplinary, multi-institutional, and cross-border 

nature of ENFIELD, data security measures must comply with General Data Protection Regulation 

(GDPR) and Horizon Europe’s Open Science policies while maintaining data integrity and 

confidentiality. 

The key objectives of ENFIELD’s data storage and security strategy include: 

1. Ensuring data availability, reliability, and integrity for AI research and innovation activities. 

2. Implementing strong encryption and access control mechanisms to prevent unauthorized 

access. 

3. Establishing secure and scalable storage infrastructure to manage diverse datasets. 

4. Maintaining automated data backup and recovery mechanisms to prevent data loss. 

5. Enforcing compliance with EU regulations on data protection, cybersecurity, and AI 

governance. 

This chapter outlines the storage infrastructure, encryption and access control policies, backup 

and recovery strategies, and compliance requirements that guide ENFIELD’s approach to data 

security and protection. 
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4.2 Storage Infrastructure 

4.2.1 Overview of ENFIELD’s Storage Systems 

ENFIELD employs a distributed, secure, and scalable data storage infrastructure to support 

research data across various AI pillars (Green AI, Adaptive AI, Human-Centric AI, Trustworthy AI) 

and application domains (healthcare, energy, manufacturing, space, and mobility). 

The key components of ENFIELD’s data storage infrastructure include: 

• Cloud-Based Storage: Utilization of European Open Science Cloud (EOSC) and 

institutional cloud storage for large-scale datasets. 

• Local Institutional Repositories: Partner institutions maintain on-premise secure servers 

for proprietary datasets. 

• High-Performance Computing (HPC) Systems: Storage integrated with HPC clusters for 

AI model training and simulations. 

• Decentralized Storage for Open Science: Public data repositories for sharing open-access 

datasets. 

4.2.2 Storage Classification 

Data within ENFIELD is categorized based on accessibility and security levels: 

Table 1: Data Categories in ENFIELD 

Category Description Storage Type Access Control 

Public Data 

Open datasets, research 

publications, AI model 

benchmarks. 

EOSC, OpenAIRE, 

institutional 

repositories. 

Open access. 

Consortium-

Restricted Data 

AI research data, intermediate 

results, collaborative datasets. 

ENFIELD private 

cloud, partner 

repositories. 

Role-based access 

for consortium 

members. 

Sensitive Data 

Personally identifiable 

information (PII), medical 

records, proprietary industry 

datasets. 

Secure, GDPR-

compliant encrypted 

servers. 

Strict access control 

for authorized 

personnel. 

 

4.3 Encryption and Access Controls 

4.3.1 Data Encryption Standards 

ENFIELD enforces state-of-the-art encryption techniques for securing stored and transmitted 

data: 
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• AES-256 Encryption: Used for encrypting sensitive datasets. 

• End-to-End Encryption (E2EE): Secure transmission of research data between partners. 

• Hashing Algorithms (SHA-3, BLAKE2): Protecting metadata and access credentials. 

4.3.2 Access Control Mechanisms 

ENFIELD implements multi-tiered access control mechanisms to ensure data security and 

privacy. 

1. Role-Based Access Control (RBAC) 

Access is granted based on user roles and responsibilities within the ENFIELD consortium: 

• Consortium Members: Access to collaborative research data and project datasets. 

• Principal Investigators & Lead Researchers: Full access to project-specific datasets. 

• Data Protection Officers (DPOs): Responsible for ensuring compliance with GDPR and 

security policies. 

• External Collaborators: Access granted only through formal agreements. 

2. Multi-Factor Authentication (MFA) 

• Two-factor authentication (2FA) is mandatory for all users accessing sensitive datasets. 

• Biometric authentication is encouraged where possible. 

3. Secure API Access & Logging 

• Data access is logged and monitored in audit trails. 

• APIs use OAuth 2.0 and token-based authentication for integration with AI systems. 

4.3.3 Data Sharing Policies 

ENFIELD promotes responsible and secure data sharing: 

• Public datasets are shared under Creative Commons licenses. 

• Restricted datasets require approval from the DPO and institutional review board (IRB). 

• Third-party industry data is governed by Non-Disclosure Agreements (NDAs). 

 

4.4 Data Backup and Recovery 

4.4.1 Automated Backup Strategies 

To mitigate the risk of data loss, ENFIELD enforces automatic, redundant backups across its 

storage platforms: 

• Daily incremental backups for active datasets. 
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• Weekly full backups for archived data. 

• Geo-redundant storage to protect against regional failures. 

4.4.2 Disaster Recovery Mechanisms 

In case of data corruption, cyberattacks, or hardware failures, ENFIELD has implemented: 

1. Data Replication – Redundant copies stored in multiple geographic locations. 

2. Snapshot Recovery – Version-controlled snapshots of datasets. 

3. Blockchain-Based Data Integrity Verification – Ensuring datasets remain tamper-proof. 

4.4.3 Secure Data Deletion 

ENFIELD follows secure data disposal practices: 

• Cryptographic shredding for sensitive data. 

• GDPR-compliant right-to-be-forgotten mechanisms for personal data removal. 

 

4.5 Compliance with Data Protection and Cybersecurity Standards 

4.5.1 General Data Protection Regulation (GDPR) Compliance 

ENFIELD ensures that all data management activities adhere to GDPR principles: 

• Lawfulness and transparency – Clear consent mechanisms for personal data collection. 

• Data minimization – Only collecting essential data for research purposes. 

• Right to access and erasure – Participants can request access or deletion of their data. 

4.5.2 AI Ethics and Security Frameworks 

ENFIELD aligns with European AI security and ethics frameworks, ensuring: 

• Bias and fairness audits on AI models. 

• Explainability and interpretability in AI-driven decision-making. 

• Privacy-preserving AI techniques (differential privacy, federated learning). 

4.5.3 Compliance with International Cybersecurity Standards 

ENFIELD’s data security policies align with: 

• ISO/IEC 27001 – Information Security Management. 

• NIST Cybersecurity Framework – Risk-based approach to security. 

• EU Cybersecurity Act – Compliance with European data sovereignty regulations. 
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4.6 Monitoring, Auditing, and Continuous Improvement 

To maintain high security and reliability standards, ENFIELD conducts regular monitoring and 

auditing. 

4.6.1 Security Audits and Risk Assessments 

• Quarterly security audits to assess compliance with GDPR and cybersecurity regulations. 

• Penetration testing to identify vulnerabilities in storage and access control mechanisms. 

4.6.2 Continuous Security Training 

• Mandatory cybersecurity training for all consortium members. 

• Simulated security breach drills to test incident response readiness. 

 

5. Data Sharing and Preservation 

5.1 Introduction 

Data sharing and preservation play a crucial role in ensuring that research outputs, AI models, 

datasets, and experimental results generated in the ENFIELD project are accessible, reusable, 

and aligned with ethical, legal, and security considerations. ENFIELD follows FAIR principles 

(Findable, Accessible, Interoperable, and Reusable) and the General Data Protection Regulation 

(GDPR) to facilitate responsible data sharing while maintaining data security, privacy, and 

compliance. 

The key objectives of ENFIELD’s data-sharing and preservation strategy are: 

1. Promoting open science by making research data available to the broader community. 

2. Ensuring compliance with EU regulations on AI governance and data protection. 

3. Providing clear metadata and documentation to improve data reuse. 

4. Maintaining long-term accessibility of project outputs through secure, curated repositories. 

5. Implementing controlled access mechanisms to protect sensitive data. 

6. Ensuring AI model reproducibility by archiving model weights, training logs, and evaluation 

metrics. 

This chapter outlines data-sharing policies, metadata requirements, data preservation 

frameworks, and mechanisms for ensuring long-term data availability. 
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5.2 Data Sharing Policy 

ENFIELD adopts a structured, tiered approach to data sharing, balancing openness, security, and 

regulatory compliance. 

5.2.1 Data Accessibility Levels 

ENFIELD classifies research data into three levels of accessibility: 

Table 2: Three Levels of Research Data Accessibility 

Access Level Description Example Data Types Access Mechanism 

Open-Access 

Data 

Publicly available 

datasets, models, and 

publications. 

Research articles, 

benchmark datasets, AI 

model weights. 

Institutional 

repositories, 

OpenAIRE, Zenodo. 

Consortium-

Restricted Data 

AI research outputs 

restricted to ENFIELD 

partners. 

Intermediate experimental 

data, AI training logs. 

Secure project cloud, 

role-based access 

control. 

Sensitive Data 

Confidential or 

proprietary data, subject 

to GDPR. 

Personal data, industry-

partnered proprietary 

datasets. 

Secure on-premise 

storage, encryption, 

NDAs. 

 

5.2.2 Open Access and Public Data Sharing 

ENFIELD supports the Horizon Europe Open Science policy, ensuring that publicly funded 

research outputs are openly accessible. Data shared under open-access licenses will be 

published via: 

• European Open Science Cloud (EOSC) 

• OpenAIRE and Zenodo repositories 

• Institutional open-access databases (e.g., NTNU Open) 

• Journals with Golden Open Access licensing 

Licensing: Open-access datasets will be released under Creative Commons (CC-BY or CC0) or 

Open Data Commons (ODbL) licenses. 

5.2.3 Controlled Access for Restricted and Sensitive Data 

Data classified as restricted or sensitive will have controlled access mechanisms: 

• Access granted via Data Use Agreements (DUAs). 

• Restricted access through project-specific authentication systems. 

• Encryption and multi-factor authentication (MFA) for sensitive datasets. 
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Examples of restricted data: 

• AI model decision logs for bias assessment. 

• Industry-funded experimental datasets. 

• Personal health data (GDPR-compliant de-identified records). 

5.2.4 Data Sharing Mechanisms 

To ensure secure and scalable data sharing, ENFIELD employs: 

1. Federated Data Access – Data remains stored at different partner institutions but is 

accessible via secure APIs. 

2. Standardized Data Formats – Using JSON, XML, CSV, NetCDF, HDF5 to ensure 

interoperability. 

3. Dataset Versioning and DOIs – Ensuring proper citation and version tracking for datasets. 

 

5.3 Metadata and Documentation 

Metadata plays a crucial role in ensuring data findability, interoperability, and usability. ENFIELD 

follows established metadata standards for scientific data, AI models, and experimental logs. 

5.3.1 Metadata Standards 

ENFIELD aligns with international metadata standards: 

• Dublin Core (DCMI) – For research publications and datasets. 

• FAIR Metadata Principles – Ensuring machine-readability and accessibility. 

• ISO 19115 – For geospatial AI datasets. 

• Schema.org and DataCite – For structured metadata documentation. 

5.3.2 Minimum Metadata Requirements 

For each dataset, ENFIELD requires: 

1. Title – Clear and descriptive dataset name. 

2. Authors & Contributors – Who generated or curated the dataset. 

3. Dataset Description – Summary of the dataset, including methodology. 

4. Version Control – Tracking updates and modifications. 

5. File Formats & Structure – Description of data formats used. 

6. License & Access Conditions – Specifying open-access, restricted, or sensitive data 

policies. 
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7. Provenance & Processing History – Documentation of data sources, transformations, and 

preprocessing. 

5.3.3 Dataset Documentation and Reproducibility 

To facilitate data reuse and validation, ENFIELD maintains: 

• README files accompanying datasets. 

• Jupyter notebooks with AI model training details. 

• Automated logging of AI experiments to track performance and reproducibility. 

 

5.4 Data Preservation Strategy 

5.4.1 Long-Term Storage and Sustainability 

ENFIELD ensures that research data remains accessible beyond the project’s duration. Key 

strategies include: 

• Minimum 5-year retention policy for project datasets. 

• Replication across institutional repositories for redundancy. 

• Backup storage in EOSC and partner data centers. 

5.4.2 Archival Repositories 

Preserved data will be stored in: 

• Zenodo & OpenAIRE for open-access datasets. 

• HPC and institutional archival storage for AI model logs. 

• European Data Infrastructure (EUDAT B2SAFE) for long-term preservation. 

5.4.3 Data Format Preservation 

To avoid data obsolescence, ENFIELD ensures: 

• Usage of open formats like CSV, JSON, and XML. 

• Standardized AI model storage (ONNX, TensorFlow SavedModel, PyTorch checkpoints). 

• Metadata tagging for reproducibility. 
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5.5 Ethical and Legal Considerations in Data Sharing 

5.5.1 GDPR Compliance 

ENFIELD ensures full compliance with GDPR, particularly for datasets involving personal or 

sensitive information. Measures include but are not limited to the following: 

• Explicit informed consent for data collection. 

• Pseudonymization and anonymization techniques. 

• Right to access, correction, and deletion of data. 

5.5.2 AI Ethics and Transparency 

• Bias and Fairness Audits – Ensuring shared datasets do not perpetuate biases. 

• Explainability and Interpretability – AI models must include documentation on data 

sources, training methodologies, and performance metrics. 

5.5.3 Licensing and Intellectual Property 

ENFIELD applies: 

• CC BY 4.0 for research data (public datasets). 

• MIT or Apache 2.0 for AI source code. 

• Custom licensing agreements for restricted datasets. 

 

5.6 Monitoring and Review 

To ensure effective data sharing and preservation, ENFIELD implements regular reviews: 

1. Quarterly compliance checks – Ensuring adherence to GDPR, FAIR principles, and Open 

Science policies. 

2. Annual data audits – Assessing data integrity and updating repositories. 

3. User feedback mechanisms – Enabling researchers to report issues or request data 

enhancements. 

 

6. Ethical and Legal Considerations 
 

6.1 Introduction 

Ethical and legal considerations are central to the ENFIELD project, ensuring that all research, 

data collection, processing, sharing, and usage adhere to high ethical standards and legal 

frameworks. Given the sensitive nature of AI research—especially in areas such as healthcare, 
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space, energy, and manufacturing—it is essential to establish robust ethical guidelines and legal 

compliance measures. 

ENFIELD follows EU legal frameworks such as: 

• General Data Protection Regulation (GDPR) – Protecting personal data and privacy. 

• European AI Act – Ensuring AI systems are trustworthy, transparent, and fair. 

• Horizon Europe Ethics Guidelines – Aligning AI research with human rights principles. 

The main objectives of ENFIELD’s ethical and legal framework include: 

1. Protecting personal data and privacy rights under GDPR. 

2. Ensuring fairness, transparency, and accountability in AI models and datasets. 

3. Implementing informed consent mechanisms for human subject research. 

4. Ensuring compliance with international laws on AI ethics and security. 

5. Preventing AI bias and discrimination through rigorous evaluation. 

6. Enforcing intellectual property rights and ethical data usage policies. 

This chapter outlines ethical considerations, data protection measures, AI fairness and bias 

mitigation, and compliance strategies. 

 

6.2 Informed Consent 

Informed consent is a fundamental principle in ethical AI and data research. It ensures that 

individuals are fully informed about how their data is collected, used and shared. It requires 

transparency, clear communication of the potential risks and benefits, and voluntary consent that 

enables individuals to make informed decisions about their data. 

6.2.1 Informed Consent in Data Collection 

ENFIELD applies strict consent procedures for any data collected from human participants: 

• Clear documentation of data collection purposes. 

• Explicit consent forms in compliance with GDPR. 

• Right to withdraw consent at any stage. 

6.2.2 Special Considerations for Vulnerable Groups 

ENFIELD ensures additional safeguards when working with: 

• Minors – Parental consent required for data collection. 

• Elderly and individuals with disabilities – Accessible consent formats provided. 
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• Marginalized communities – Ethical oversight to prevent discriminatory data use. 

• Non-native language speakers – Provides consent materials in multiple languages. 

• Individuals in sensitive professions (e.g., activists, journalists) – Applies enhanced privacy 

protections. 

 

6.3 Data Protection and Privacy 

ENFIELD enforces strong data privacy protections to comply with GDPR and AI ethics standards. 

6.3.1 GDPR Compliance 

To align with GDPR, ENFIELD follows: 

• Lawfulness, fairness, and transparency – Clearly explaining how data is collected and 

used. 

• Data minimization – Collecting only necessary data. 

• Storage limitation – Data is not stored longer than required. 

6.3.2 Anonymization and Pseudonymization 

Sensitive data is protected through: 

• Pseudonymization – Replacing personally identifiable information (PII) with anonymous 

identifiers. 

• Anonymization – Removing all traces of personal identity before data processing. 

• Differential privacy techniques – Ensuring data utility while protecting privacy. 

6.3.3 Secure Data Storage and Access Controls 

• End-to-end encryption for sensitive datasets. 

• Access restricted to authorized personnel. 

• Regular security audits and compliance checks. 

6.3.4 Right to Access, Correction, and Deletion 

ENFIELD ensures data subject rights, including: 

• Accessing stored data upon request. 

• Correcting errors in personal records. 

• Requesting complete data deletion (right to be forgotten). 
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6.4 Intellectual Property (IP) and Licensing 

6.4.1 Ownership of Research Outputs 

ENFIELD adheres to Horizon Europe’s Open Science policy while respecting intellectual property 

rights (IPR). 

• Open-access research publications under Creative Commons (CC BY 4.0). 

• Software and AI models licensed under Apache 2.0 or MIT. 

• Restricted access for proprietary datasets under NDAs. 

6.4.2 Data Licensing for External Use 

• Public datasets → Available under Open Data Commons licenses. 

• Industry-partnered research → Usage restrictions and contractual agreements apply. 

• AI model-sharing policies → Ensuring responsible AI deployment. 

6.4.3 Handling Third-Party Data 

• Compliance with licensing agreements from external data providers. 

• Proper attribution and citation of third-party datasets. 

• Ensuring ethical use of publicly available AI datasets. 

 

6.5 Fairness, Bias Mitigation, and Ethical AI 

6.5.1 Identifying and Preventing Bias 

ENFIELD ensures AI fairness and non-discrimination by: 

• Auditing AI datasets for bias before training. 

• Using diverse, representative datasets. 

• Implementing bias-reduction techniques (e.g., re-weighting models, adversarial 

debiasing). 

6.5.2 Explainability and Transparency 

AI models must be: 

• Interpretable – Users must understand model decisions. 

• Auditable – Independent third parties can verify fairness. 

• Documented – Models must include metadata, training logs, and performance reports. 
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6.5.3 Non-Discrimination in AI Deployment 

• Ensuring gender, racial, and socio-economic fairness. 

• Fair representation in AI training data. 

• Preventing algorithmic discrimination through human oversight. 

 

6.6 Compliance with EU AI Act and International Regulations 

6.6.1 Alignment with the European AI Act 

 

ENFIELD ensures strict compliance with the EU AI Act, which sets out a regulatory framework for 

AI development and deployment across the European Union. The project follows the risk-based 

classification approach defined by the Act, ensuring that AI applications categorized as high-risk 

undergo rigorous assessment, documentation, and continuous monitoring to mitigate safety, 

fairness, and accountability risks. The ENFIELD Data Protection Officer (DPO) and ethics review 

board oversee compliance with AI-specific governance, transparency, and accountability 

measures, ensuring that the project's AI-driven innovations align with European regulatory 

requirements. 

6.6.2 Compliance with Other Global AI Guidelines 

 

In addition to adhering to the EU AI Act, ENFIELD aligns with key global AI governance 

frameworks to ensure international compliance and ethical AI deployment: 

• US AI Bill of Rights – Ensuring AI development follows ethical AI alignment principles, 

protecting civil liberties and preventing AI discrimination. 

• UNESCO AI Ethics Framework – Promoting transparency, inclusivity, and social impact 

through responsible AI adoption. 

• OECD AI Principles – Embedding fairness, accountability, robustness, and explainability 

into AI systems to maintain trust and security in AI decision-making. 

These international principles complement the EU AI Act by reinforcing ethical AI governance 

across global jurisdictions where ENFIELD’s research and technologies may be deployed. 

6.6.3 Thorough Assessment of High-Risk AI Systems 

 

Given that high-risk AI systems are closely scrutinized by regulators, ENFIELD ensures that all 

high-risk applications undergo proper risk assessment, documentation, and continuous 

monitoring for safety and fairness. These applications are assessed using standardized AI 

auditing frameworks, ensuring compliance with EU AI Act requirements on bias mitigation, 

explainability, robustness, and human oversight. 

6.6.4 Robust Human Oversight of Automated Decision-Making 
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ENFIELD ensures that all AI-driven automated decision-making processes remain under human 

oversight, maintaining a clear human structure for critical decisions. This governance structure 

ensures that AI models do not operate autonomously in areas where human intervention is 

necessary and that AI-driven recommendations can be challenged or overridden when necessary. 

This approach reinforces transparency, accountability, and human agency, preventing AI from 

making unchecked or unethical decisions. 

6.6.5 Data Governance and Privacy Protection 

 

Data protection remains a cornerstone of ENFIELD’s AI governance framework. The project 

places strong emphasis on data quality, security, and compliance with GDPR and other relevant 

regulations. This includes: 

• Ensuring high standards of data anonymization and encryption to protect personal data. 

• Implementing privacy-preserving AI techniques, such as federated learning and 

differential privacy, to safeguard sensitive information. 

• Establishing clear guidelines for data retention, sharing, and access controls, ensuring 

that AI models are trained on legally compliant datasets. 

6.6.6 Ethical Considerations in Cross-Border Data Transfers 

 

ENFIELD recognizes the challenges posed by cross-border data transfers and strictly adheres to 

ethical and legal compliance measures to ensure secure international data exchange: 

• Ensuring all data transfer agreements comply with GDPR (e.g., Standard Contractual 

Clauses (SCCs) for lawful data sharing across borders). 

• Prohibiting data sharing with jurisdictions that lack adequate data protection laws to 

prevent regulatory non-compliance and protect user privacy. 

By integrating these safeguards, ENFIELD ensures that data sovereignty and privacy protection 

remain a top priority in all international collaborations and AI research initiatives. 

 

6.7 Monitoring, Auditing, and Ethics Review 

To maintain ethical and legal compliance, ENFIELD implements continuous monitoring. 

6.7.1 Ethics Review Board (ERB)  
 

The Ethics Review Board (ERB) ensures that all AI research and data-related activities in 

ENFIELD comply with ethical, legal, and regulatory standards. It reviews AI models before 

deployment, assessing risks related to bias, discrimination, privacy, and transparency to ensure 

responsible AI development. The ERB also monitors compliance with GDPR, the EU AI Act, and 

global ethical frameworks, enforcing data protection and fairness principles. Through regular 

audits and advisory roles, the ERB collaborates with researchers and legal experts to enhance AI 

ethics, governance, and accountability. The ERB: 
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• Oversees AI research and data governance, ensuring ethical integrity. 

• Ensures compliance with GDPR, the EU AI Act, and global ethical guidelines. 

• Conducts regular audits and collaborates with researchers for continuous ethical 

improvements. 

6.7.2 Regular AI Audits 

ENFIELD integrates continuous AI audits, regulatory compliance checks, and impact 

assessments into its governance framework. The project: 

• Regularly adapts AI models to comply with new regulations and policies as they evolve. 

• Conducts bias detection and fairness evaluations to prevent discrimination and ensure 

non-discriminatory AI applications. 

• Implements cybersecurity assessments and ethical AI reviews to mitigate risks associated 

with AI deployment. 

• Ensures that AI models remain aligned with societal values by continuously assessing 

their impact on social, economic, and environmental factors. 

6.7.3 Continuous Ethical Training 

All researchers and stakeholders undergo mandatory ethics and AI fairness training to ensure 

that AI research within ENFIELD adheres to ethical best practices. This training equips them with 

the knowledge and skills to identify and mitigate ethical risks, including bias, transparency, and 

privacy concerns. Additionally, workshops and interactive sessions are conducted on key topics 

such as AI explainability, responsible data usage, regulatory compliance, and ethical governance. 

By fostering a culture of ethical awareness, ENFIELD ensures that AI development remains fair, 

transparent, and aligned with societal values. 

 

Key Components of Continuous Ethical Training: 

 

• Mandatory AI ethics and fairness training for all researchers and developers. 

• Workshops on AI explainability, ensuring models are interpretable and accountable. 

• Training on privacy laws (GDPR, EU AI Act) and responsible data handling. 

• Best practices for AI governance and risk mitigation in real-world applications. 

• Case studies and ethical dilemma discussions to enhance practical decision-making skills. 

 

7. Monitoring and Review 
 

7.1 Introduction 

Effective monitoring and review mechanisms are essential to ensure that the ENFIELD project 

adheres to its data management, security, ethical, and legal commitments. Given the project's 
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extensive use of AI-driven data collection, processing, and sharing, a robust review framework is 

necessary to maintain compliance with: 

• FAIR Principles (Findable, Accessible, Interoperable, and Reusable) 

• General Data Protection Regulation (GDPR) 

• European AI Act and Horizon Europe Ethics Guidelines 

• Data quality, security, and governance standards 

The key objectives of ENFIELD’s monitoring and review framework include: 

1. Ensuring continuous compliance with ethical, legal, and data security requirements. 

2. Detecting and mitigating risks related to AI bias, data breaches, and regulatory violations. 

3. Providing transparency and accountability in AI research and data usage. 

4. Facilitating continuous improvement in data governance and security policies. 

This chapter outlines the monitoring mechanisms, review policies, audit strategies, and 

continuous improvement processes implemented within ENFIELD. 

 

7.2 Data Governance Monitoring 

To maintain data integrity, security, and accessibility, ENFIELD has established a multi-layered 

data governance monitoring framework. 

7.2.1 Data Access Monitoring 

ENFIELD ensures that data access is strictly controlled and monitored through: 

• Role-Based Access Control (RBAC) – Ensuring that only authorized users can access 

specific datasets. 

• Multi-Factor Authentication (MFA) – Requiring secure login credentials for sensitive data 

access. 

• Automated Logging & Access Audits – Tracking who accessed which datasets and when. 

7.2.2 Compliance with FAIR Principles 

Regular monitoring ensures that: 

• Findability – Metadata is well-structured and publicly searchable. 

• Accessibility – Open-access data is available under proper licensing conditions. 

• Interoperability – Datasets are formatted according to international standards. 

• Reusability – Documentation enables dataset reuse for AI research. 
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7.3 AI Model Performance and Bias Monitoring 

AI models developed under ENFIELD are continuously evaluated for fairness, accuracy, and 

transparency. 

7.3.1 AI Bias Audits 

To detect and reduce bias in AI models: 

• Diversity checks in training datasets – Ensuring balanced representation in AI models. 

• Algorithmic fairness testing – Using tools such as SHAP (SHapley Additive exPlanations) 

and LIME (Local Interpretable Model-agnostic Explanations). 

• Adversarial testing – Identifying bias under different real-world conditions. 

7.3.2 Explainability and Interpretability Reviews 

• Regular AI explainability assessments – Evaluating whether AI decisions can be clearly 

understood and justified. 

• Use of Explainable AI (XAI) techniques – Ensuring transparency in model predictions. 

7.3.3 AI Model Validation and Reproducibility 

• Reproducibility tests for AI models – Ensuring that results are consistent across different 

datasets. 

• Periodic benchmarking – Comparing AI model performance against industry and 

academic standards. 

 

7.4 Security and Data Protection Audits 

7.4.1 Cybersecurity Risk Assessments 

To protect data assets and infrastructure, ENFIELD implements: 

• Quarterly security audits – Identifying vulnerabilities in data storage and processing. 

• Cybersecurity testing – Simulating cyberattacks to assess system defenses. 

• Data breach simulations – Ensuring incident response readiness. 

7.4.2 GDPR Compliance Audits 

ENFIELD regularly assesses its adherence to GDPR through: 

• Data Privacy Impact Assessments (DPIAs) – Evaluating risks associated with data 

collection and storage. 

• GDPR Compliance Checklists – Ensuring lawful processing of personal data. 
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• Right to Access & Right to Erasure Reviews – Validating that users can request access, 

corrections, or deletions of their data. 

7.4.3 Data Anonymization and Encryption Audits 

• Checking effectiveness of pseudonymization techniques. 

• Verifying encryption protocols (AES-256, SHA-3) used in secure storage. 

 

7.5 Continuous Improvement and Policy Updates 

To keep pace with evolving AI regulations and data governance best practices, ENFIELD adopts 

a continuous improvement model. 

7.5.1 Periodic Policy Revisions 

• Annual reviews of data governance policies to align with new EU AI regulations and 

cybersecurity standards. 

• Updating licensing and access control measures to reflect technological advancements. 

7.5.2 Integration of AI Governance Innovations 

• Adopting Blockchain for data integrity verification. 

• Utilizing Federated Learning for privacy-preserving AI training. 

• Implementing AI-driven compliance automation. 

7.5.3 Stakeholder Engagement and Feedback 

• Conducting workshops on AI ethics and data protection. 

• Encouraging industry and academic collaborations to improve best practices. 

 

7.6 Monitoring and Review Framework Implementation Timeline 

To ensure timely and efficient monitoring, ENFIELD follows a structured timeline: 

Table 3: Timeline for Timely and Efficient Monitoring 

Task Frequency Responsible Party 

Data Access Audits Monthly Data Management Officer 

AI Bias Testing Quarterly AI Ethics Committee 

GDPR Compliance Review Every 6 months Legal & Compliance Team 
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Task Frequency Responsible Party 

Cybersecurity Tests Annually IT Security Team 

AI Model Performance Evaluation Continuous AI Research Team 

Policy Updates and Revisions Annually Governance Committee 

 

8. Integration of Open Science Practices 

8.1 Introduction 

The ENFIELD project embraces Open Science practices to enhance collaboration, transparency, 

and accessibility in AI research. Open Science fosters an inclusive research ecosystem, ensuring 

that scientific knowledge, datasets, and tools are openly available to the broader scientific 

community, industry, and the public. 

The key objectives of ENFIELD’s Open Science strategy include: 

1. Ensuring AI research outputs are accessible and reusable under open-access policies. 

2. Encouraging collaboration between academia, industry, and policymakers. 

3. Enhancing data transparency, reproducibility, and reliability. 

4. Supporting Open Access publishing through public repositories. 

5. Engaging diverse stakeholders through open knowledge-sharing platforms. 

ENFIELD aligns with the European Open Science Cloud (EOSC), Horizon Europe Open Science 

policies, and the FAIR (Findable, Accessible, Interoperable, and Reusable) principles to ensure 

widespread data accessibility and ethical research practices. 

 

8.2 Orientation Phase: Establishing Open Science Principles 

The orientation phase of ENFIELD’s Open Science strategy involves defining key policies, 

identifying best practices, and establishing collaboration mechanisms. 

8.2.1 Adoption of FAIR Principles 

ENFIELD ensures that all research data adheres to the FAIR principles: 

• Findable – Assigning DOIs (Digital Object Identifiers) to datasets and models. 

• Accessible – Storing research outputs in open-access repositories. 

• Interoperable – Using standardized metadata formats (e.g., Dublin Core, DataCite). 



ENFIELD  D1.3 

ENFIELD: European Lighthouse to Manifest Trustworthy and Green AI  53 

• Reusable – Providing clear documentation and licensing to promote data reuse. 

8.2.2 Identification of Open Science Tools and Platforms 

To facilitate open collaboration, ENFIELD integrates: 

• European Open Science Cloud (EOSC) – For dataset storage and sharing. 

• Zenodo & OpenAIRE – For open-access publishing. 

• GitHub & GitLab – For AI code and model versioning. 

• Jupyter Notebooks & OpenML – For AI model reproducibility. 

8.2.3 Institutional Commitment to Open Science 

All ENFIELD partners and researchers commit to Open Science policies, ensuring: 

• Public accessibility of AI-related publications and datasets. 

• Transparent research methodologies and data processing workflows. 

• Adherence to ethical standards in AI transparency and accountability. 

 

8.3 Implementation Methodology: Strategies for Open Science Integration 

8.3.1 Open-Access Research Publications 

ENFIELD ensures that all scientific publications and research findings are openly accessible 

through: 

• Horizon Europe Open Research Europe – For AI-related publications. 

• Institutional Open-Access Repositories (e.g., NTNU Open). 

• Preprint Servers (e.g., arXiv, HAL) for early research dissemination. 

Licensing: All open-access publications follow Creative Commons (CC BY 4.0) licensing, allowing 

unrestricted use with proper attribution. 

8.3.2 Open Data Sharing Policies 

ENFIELD promotes open access to research data while protecting sensitive information. Open 

datasets include: 

• AI benchmark datasets for Adaptive AI, Green AI, Trustworthy AI, and Human-Centric AI. 

• Experimental logs and model training results. 

• Metadata descriptions for dataset reusability. 

Data repositories used: 

• Zenodo, OpenAIRE, and EOSC – For long-term dataset storage. 
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• AI Commons and Kaggle – For AI model benchmarking. 

8.3.3 Open-Source Software and AI Models 

ENFIELD commits to open-source development, ensuring that: 

• AI models and source code are available on GitHub/GitLab. 

• Machine learning frameworks and toolkits (e.g., TensorFlow, PyTorch) are documented 

and accessible. 

• Pre-trained AI models are shared under permissive licenses (e.g., Apache 2.0, MIT). 

To ensure reproducibility, AI model sharing includes: 

• Version-controlled repositories. 

• Hyperparameter logs and training procedures. 

• Model performance benchmarks and evaluation datasets. 

 

8.4 Co-Creation Approach: Engaging Stakeholders in Open Science 

ENFIELD follows a co-creation approach that actively involves scientists, industry experts, 

policymakers, and the public. 

8.4.1 Stakeholder Engagement Initiatives 

• Workshops and Webinars – Engaging AI researchers, domain experts, and industry 

leaders. 

• Public Consultations – Gathering feedback on AI ethics, transparency, and bias mitigation. 

• Hackathons and AI Challenges – Encouraging AI innovation through collaborative 

competitions. 

8.4.2 Integration of Social Sciences and Humanities (SSH) 

To ensure responsible AI deployment, ENFIELD incorporates: 

• Ethical and legal experts in AI governance discussions. 

• User impact assessments in AI-driven decision-making systems. 

• Bias audits and fairness evaluations for deployed AI models. 

8.4.3 Multi-Sector Collaboration 

ENFIELD fosters partnerships between: 

• Academia – Universities contributing to fundamental AI research. 

• Industry – Companies testing and applying AI solutions. 
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• Public Sector – Government bodies ensuring regulatory alignment. 

• Civil Society – NGOs advocating for ethical AI applications. 

 

8.5 Pseudo-Anonymization for GDPR Compliance 

Since AI research often involves personal data, ENFIELD ensures GDPR compliance through 

pseudo-anonymization and privacy-preserving techniques. 

8.5.1 Data Anonymization Strategies 

• K-anonymity & Differential Privacy – Protecting individuals from data re-identification. 

• Federated Learning – Enabling AI training on decentralized private data. 

• Secure Multi-Party Computation (MPC) – Enhancing privacy in AI collaboration. 

8.5.2 Ethical Considerations in Open Data 

• Transparency in AI model decision-making. 

• Responsible disclosure policies for sensitive AI research. 

• Ensuring non-discriminatory AI applications. 

 

8.6 Open Access to Research Outputs 

8.6.1 Scholarly Open-Access Publishing 

ENFIELD prioritizes publishing research results in Open-Access journals to ensure knowledge 

dissemination. 

Preferred publication venues: 

• Nature Machine Intelligence 

• Journal of Artificial Intelligence Research (JAIR) 

• Horizon Europe Open Research 

8.6.2 Publicly Available E-Trainings, Courses, and Webinars 

ENFIELD ensures AI education and knowledge sharing through: 

• Massive Open Online Courses (MOOCs) on AI ethics and trustworthy AI. 

• Open-source e-learning platforms for AI model development. 

• Webinars and training sessions on AI transparency and accountability. 
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8.7 Research Data Management and Open Science Outputs 

8.7.1 FAIR-Compliant Data Management 

ENFIELD follows FAIR principles to ensure: 

• Machine-readable metadata for research datasets. 

• Permanent identifiers (DOIs) for AI models and publications. 

• Interoperability with major open-data repositories. 

8.7.2 Open Science Deliverables 

Key Open Science outputs include: 

1. Open-Access Research Papers 

2. Public AI Benchmark Datasets 

3. Open-Source AI Models and Software 

4. Policy Recommendations on AI Ethics and Governance 

5. AI Educational Resources and Toolkits 

 

8.8 Monitoring, Evaluation, and Continuous Improvement 

To ensure the success of Open Science integration, ENFIELD implements a continuous 

evaluation framework. 

8.8.1 Performance Metrics for Open Science 

Key Performance Indicators (KPIs) include: 

• Number of open-access publications per year. 

• Number of datasets shared in public repositories. 

• Engagement statistics from webinars and MOOCs. 

• Download and citation metrics for open-source AI tools. 

8.8.2 Feedback Loops and Policy Adjustments 

• Annual reviews of Open Science adoption. 

• Stakeholder feedback mechanisms to enhance data-sharing policies. 

• Adapting policies to align with evolving EU AI regulations. 
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9. Open Access to Research Outputs 
 

9.1 Introduction 

Open access to research outputs is a core principle of the ENFIELD project, ensuring that 

scientific knowledge, datasets, and software tools are widely available to researchers, 

policymakers, industry, and the general public. By removing paywalls and access restrictions, 

ENFIELD fosters transparency, innovation, and collaboration in AI research. 

ENFIELD aligns with: 

• Horizon Europe Open Science policies, requiring publicly funded research to be openly 

accessible. 

• FAIR Principles (Findable, Accessible, Interoperable, and Reusable). 

• General Data Protection Regulation (GDPR), ensuring ethical data sharing. 

The key objectives of ENFIELD’s open-access strategy include: 

1. Publishing research articles in open-access journals. 

2. Sharing AI datasets in public repositories. 

3. Providing open-source AI software and models. 

4. Ensuring compliance with open-access mandates. 

5. Promoting knowledge dissemination through public engagement. 

This chapter outlines ENFIELD’s commitment to open-access publishing, data-sharing policies, 

and educational outreach efforts. 

 

9.2 Scholarly Open-Access Publishing 

9.2.1 Open-Access Journal Publications 

ENFIELD ensures that all research publications are freely accessible through: 

• Horizon Europe Open Research Europe platform. 

• Gold Open Access journals, where articles are immediately available. 

• Green Open Access repositories, where preprints are archived. 

Preferred Open-Access Journals: 

• Journal of Artificial Intelligence Research (JAIR) 

• Nature Machine Intelligence 

• Transactions on Machine Learning Research 
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• AI & Society 

• Frontiers in AI 

9.2.2 Preprint and Institutional Repositories 

To maximize accessibility, ENFIELD deposits all preprints and accepted manuscripts in: 

• Zenodo 

• arXiv and HAL (for AI and machine learning papers) 

• Institutional repositories (e.g., NTNU Open, TU/e Repository) 

9.2.3 Licensing and Copyright 

• Creative Commons (CC BY 4.0) – Encouraging reuse with proper attribution. 

• MIT or Apache 2.0 licenses for software – Supporting open-source AI development. 

 

9.3 Publicly Available e-Trainings, Courses, and Webinars 

ENFIELD contributes to open-access education through: 

• Massive Open Online Courses (MOOCs) on AI governance and ethics. 

• Webinars on Adaptive AI, Green AI, Trustworthy AI, and Human-Centric AI. 

• Open-source AI toolkits and training datasets. 

9.3.1 MOOCs and Online Courses 

ENFIELD develops free online courses, hosted on: 

• ENFIELD Partner’s Website – For AI researchers and developers. 

• YouTube and ENFIELD’s project website – Open-access AI training materials. 

• EU AI Alliance Knowledge Hub – Engaging policymakers and industry. 

9.3.2 Webinars and Public Engagement 

Regular open-access webinars cover: 

• AI fairness, bias mitigation, and explainability. 

• Ethical considerations in AI model development. 

• Regulatory compliance with GDPR and EU AI Act. 

Live sessions are recorded and shared on: 

• ENFIELD YouTube channel 

• Institutional video repositories 
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• Zenodo for long-term preservation 

9.3.3 AI Educational Toolkits 

ENFIELD provides: 

• Open-source AI ethics toolkits for researchers. 

• Interactive AI fairness assessment tools. 

• Jupyter Notebooks with pre-trained AI models. 

 

9.4 Open-Access Data Sharing and Research Outputs 

9.4.1 Open Datasets for AI Research 

ENFIELD promotes open-access AI datasets, including: 

• Machine learning benchmark datasets. 

• AI model training logs and performance metrics. 

• Metadata and documentation for dataset reuse. 

9.4.2 Data Repositories 

ENFIELD datasets are hosted on: 

• Zenodo & OpenAIRE – For long-term archival. 

• Kaggle & AI Commons – For AI research collaborations. 

• European Open Science Cloud (EOSC) – Ensuring European data sovereignty. 

9.4.3 Data Licensing and Access Policies 

• Public datasets → Open Data Commons Attribution License. 

• Restricted datasets → Controlled access with Data Use Agreements (DUAs). 

• Personal data → Anonymized and protected under GDPR-compliant policies. 

 

9.5 Open-Source Software and AI Models 

9.5.1 AI Model Sharing and Documentation 

Where possible, ENFIELD ensures that AI models are openly available, with: 

• Pre-trained models published on Hugging Face and Model Zoo. 

• Codebases hosted on GitHub/GitLab. 
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• Training scripts, hyperparameters, and evaluation metrics included. 

9.5.2 Version Control and Reproducibility 

• Git-based repositories for AI model tracking. 

• Docker containers for reproducible AI experiments. 

• Standardized AI model formats (ONNX, TensorFlow, PyTorch). 

9.5.3 Open-Source AI Frameworks 

ENFIELD contributes to open-source AI toolkits, including: 

• Bias mitigation libraries for Trustworthy AI. 

• Green AI energy-efficiency optimizations. 

• Human-Centric AI decision-explanation modules. 

 

9.6 Compliance with Open Science Policies 

9.6.1 Horizon Europe Open Science Mandates 

ENFIELD ensures compliance with: 

• Mandatory open-access publishing for Horizon Europe-funded research. 

• Deposition of datasets in open repositories within six months of publication. 

• Adoption of FAIR principles for dataset documentation. 

9.6.2 GDPR Compliance in Open Data Sharing 

• De-identification of personal data before publication. 

• Pseudonymization techniques to prevent re-identification. 

• Ethical review process for AI model decision logs. 

9.6.3 AI Act Compliance in Open-Source Models 

• Transparency in AI model development and documentation. 

• Risk assessments for AI applications shared in open-source form. 

• Compliance with EU AI Act’s requirements for trustworthy AI. 

 

9.7 Monitoring, Impact Assessment, and Continuous Improvement 

To ensure the success of Open Access policies, ENFIELD implements a monitoring framework. 
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9.7.1 Key Performance Indicators (KPIs) 

Metrics used to assess open-access adoption: 

• Number of open-access publications per year. 

• Download statistics for open datasets and AI models. 

• Engagement levels in webinars and online courses. 

• Number of citations and collaborations generated from shared research outputs. 

9.7.2 Continuous Improvement Strategies 

• Annual reviews of Open Science adoption rates. 

• Stakeholder surveys to improve data accessibility. 

• Periodic updates to licensing and access policies. 

9.7.3 Community Engagement and Feedback Loops 

• Workshops with policymakers on Open Science best practices. 

• Feedback mechanisms for dataset users. 

• Open-source development collaborations with industry and academia. 

 

 

10. Research Data Management and Outputs 

10.1 Introduction 

Effective Research Data Management (RDM) is crucial for ensuring that all data collected, 

generated, and shared within the ENFIELD project is accurate, secure, accessible, and ethically 

managed. RDM involves handling research data throughout its lifecycle, from collection and 

storage to sharing and long-term preservation. 

ENFIELD aligns with: 

• FAIR Principles (Findable, Accessible, Interoperable, and Reusable). 

• Horizon Europe Open Science and Data Management policies. 

• General Data Protection Regulation (GDPR) and EU AI Act for ethical and legal 

compliance. 

The key objectives of ENFIELD’s RDM strategy include: 

1. Ensuring research data is securely stored, accurately documented, and ethically shared. 
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2. Facilitating open access to research outputs while maintaining compliance with privacy 

regulations. 

3. Establishing clear guidelines for handling third-party data. 

4. Implementing best practices for AI model reproducibility and validation. 

This chapter outlines ENFIELD’s strategies for data collection, third-party data management, 

FAIR implementation, and long-term preservation. 

 

10.2 Types of Data and Research Outputs 

ENFIELD generates a diverse range of research data and outputs, including: 

10.2.1 Experimental Data and AI Training Datasets 

• Real-world AI model training datasets collected from research experiments. 

• Benchmark datasets for AI model validation. 

• Sensor and IoT data from energy, healthcare, and manufacturing sectors. 

10.2.2 AI Model Development and Performance Logs 

• Trained AI models and performance evaluation metrics. 

• Hyperparameter tuning records for machine learning experiments. 

• Logs documenting AI system decision-making for bias and fairness analysis. 

10.2.3 Research Articles, White Papers, and Reports 

• Open-access scientific publications in AI research journals. 

• Technical reports and white papers on AI ethics, bias mitigation, and explainability. 

• Policy recommendations on AI governance and regulatory compliance. 

10.2.4 Educational and Training Resources 

• Massive Open Online Courses (MOOCs) on AI transparency. 

• Open-source AI toolkits and Jupyter notebooks for researchers. 

• Webinar recordings on AI model validation and ethical considerations. 

10.2.5 Estimated Data Volume in ENFIELD 

 

The ENFIELD project generates and processes large-scale datasets spanning multiple domains, 

including scientific research, AI model development, project management, and third-party 

collaborations. Given the project’s multi-disciplinary nature, data is sourced from IoT sensors, AI-

driven experiments, multimodal datasets, administrative records, and external research 
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collaborations. These datasets vary in structure, sensitivity, and volume, necessitating careful 

planning for storage, access control, and compliance with Open Science mandates, GDPR, and 

the EU AI Act. 

To estimate the data volume, ENFIELD classifies its data into the following broad categories: 

1. Scientific Research Data – Includes structured, semi-structured, and unstructured 

datasets generated from AI experiments, model training logs, and research outputs. 

2. Project Management and Administrative Data – Covers documentation related to 

meetings, deliverables, internal reports, and collaborative platforms used for project 

coordination. 

3. Third-Party Schemes Data (TES & TIS) – Encompasses applications, evaluations, funding 

agreements, and contractual documents from external stakeholders engaging with 

ENFIELD. 

4. External Data Sources – Includes third-party datasets acquired from industry, government, 

or open-access repositories, integrated into ENFIELD’s research workflows. 

The following table estimates the anticipated volume of various data types throughout the project’s 

lifecycle, ensuring appropriate storage capacity, data governance strategies, and ethical 

compliance measures. 

Table 4: Estimated Volume of Data Generated in ENFIELD 

Data Type Description 
Estimated Volume 

(Total Project Lifecycle) 

Structured Data 
Sensor readings, experimental 

datasets, AI model logs 
50-100 TB 

Semi-Structured Data 
Metadata, configuration files, system 

logs 
5-10 TB 

Unstructured Data 
Research papers, technical reports, AI-

generated outputs 
2-5 TB 

Multimedia Data 
Annotated images, videos for AI 

training, audio recordings 
80-150 TB 

Data Generated in 

Controlled Environment 

Datasets for AI model validation 

generated in a controlled environment 
20-50 TB 

Third-Party Research 

Data 

Open-access and industry datasets 

used in research 
30-60 TB 

Project Management Data 
Meeting records, email 

communications, internal reports 
2-5 TB 
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Data Type Description 
Estimated Volume 

(Total Project Lifecycle) 

Deliverables & Reports 
Official project deliverables, compliance 

reports 
2-5 TB 

Collaboration Data 
Shared documents, version-controlled 

files, working drafts 
3-8 TB 

TES & TIS Applications 
Proposals submitted by third parties for 

funding and partnerships 
1-3 TB 

TES & TIS Evaluations 
Reviews, feedback, and scoring reports 

for third-party applications 
1-3 TB 

Contracts & Agreements 
Legal and financial documents related 

to TES & TIS funding 
2-4 TB 

 

These estimates provide a framework for data storage planning, ensuring that FAIR principles, 

GDPR compliance, and Open Science mandates are effectively implemented. Long-term storage, 

access controls, and sustainability measures will be applied to manage this large-scale data 

infrastructure. 

 

10.3 Handling of Third-Party Data 

ENFIELD engages with third-party datasets while ensuring compliance with legal and ethical 

frameworks. 

10.3.1 Third-Party Data Acquisition 

ENFIELD obtains data from: 

• Open-access repositories (e.g., Kaggle, OpenML, European Data Portal). 

• Industry collaborations, research institutions, and public sector partners. 

• Government and regulatory bodies providing AI governance data. 

10.3.2 Data Licensing and Usage Restrictions 

All third-party datasets are reviewed for: 

• Legal usage terms (e.g., Creative Commons, Open Data Commons licenses). 

• Compliance with GDPR and AI ethical guidelines. 

• Confidentiality and Non-Disclosure Agreements (NDAs) where required. 
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10.3.3 Data Anonymization and Privacy Protection 

For datasets containing personal or sensitive information, ENFIELD applies: 

• Anonymization techniques to remove personally identifiable data. 

• Pseudonymization to protect identities while allowing AI model training. 

• Federated Learning methods to train AI models without transferring sensitive data. 

 

10.4 FAIR Principles Implementation 

To ensure research data is usable and accessible, ENFIELD applies FAIR principles: 

10.4.1 Findability 

• Metadata is structured according to Dublin Core and DataCite standards. 

• DOIs (Digital Object Identifiers) assigned to datasets. 

• Datasets are indexed in Zenodo, OpenAIRE, and EOSC repositories. 

10.4.2 Accessibility 

• All open-access research outputs are deposited in institutional repositories. 

• Standardized API interfaces enable secure dataset access. 

• Access control policies enforce GDPR compliance for sensitive data. 

10.4.3 Interoperability 

• Data formats comply with international standards (e.g., CSV, JSON, XML, NetCDF). 

• Use of semantic web technologies for metadata structuring. 

• Machine-readable metadata enhances AI-driven data discovery. 

10.4.4 Reusability 

• Comprehensive dataset documentation, including README files and data dictionaries. 

• Clear licensing (CC-BY, ODC-By) to enable dataset reuse. 

• Version control systems to track data modifications and updates. 

 

10.5 Data Storage, Security, and Access Control 

10.5.1 Storage Infrastructure 

ENFIELD employs a multi-tiered data storage approach: 
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• Cloud storage solutions (European Open Science Cloud, Zenodo) for long-term 

accessibility. 

• Institutional data centers for high-performance AI model training. 

• On-premise secure servers for sensitive datasets requiring restricted access. 

10.5.2 Data Encryption and Cybersecurity Measures 

To ensure data security and compliance, ENFIELD implements: 

• AES-256 encryption for all sensitive data at rest and in transit. 

• End-to-end encrypted communications for data sharing across consortium members. 

• Multi-factor authentication (MFA) for accessing high-security datasets. 

10.5.3 Role-Based Access Control 

Data access is tiered based on roles: 

Table 5: Data Access Levels 

Role Access Level 

Project Researchers Full access to open datasets and project-generated data. 

Consortium Partners Restricted access based on contractual agreements. 

External Collaborators Limited access via data-sharing agreements. 

Public Users Open access to publicly released datasets. 

 

10.6 Data Sharing and Long-Term Preservation 

10.6.1 Open-Access Data Sharing Strategy 

ENFIELD adheres to Horizon Europe’s Open Science mandates, ensuring: 

• Immediate open-access to research publications. 

• AI datasets shared via Zenodo, EOSC, and institutional repositories. 

• Pre-trained AI models hosted on Hugging Face and Model Zoo. 

10.6.2 Long-Term Data Preservation Strategy 

To ensure sustainability and future access, ENFIELD follows: 

• A minimum 5-year retention policy for datasets and AI models. 

• Regular data backups with geo-redundancy. 
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• Migration to long-term storage formats (e.g., WARC, HDF5). 

10.6.3 Dataset Versioning and Reproducibility 

• Version-controlled dataset releases with clear documentation. 

• Hash-based integrity verification to detect data corruption. 

• Machine-readable metadata to facilitate AI model reproducibility. 

 

10.7 Monitoring, Auditing, and Compliance 

10.7.1 Periodic Data Quality Audits 

• Quarterly audits to check data integrity and completeness. 

• Validation checks on metadata accuracy and dataset annotations. 

10.7.2 Compliance with Ethical and Legal Standards 

• Annual GDPR compliance review for personal data protection. 

• Bias detection audits for AI model fairness. 

• Third-party security assessments for cloud-hosted research data. 

10.7.3 Community Feedback and Continuous Improvement 

• Open feedback loops for researchers using shared datasets. 

• Regular updates based on user recommendations. 

• Improvement of AI model transparency based on ethical assessments. 

 

11. Gender Integration and Bias Reduction in AI 
 

11.1 Introduction 

Gender integration and bias reduction in Artificial Intelligence (AI) are essential to ensure fairness, 

inclusivity, and ethical AI development. AI models trained on biased data may reinforce societal 

inequalities, leading to discriminatory outcomes in healthcare, employment, finance, and other 

sectors. 

The ENFIELD project is committed to: 

• Eliminating gender biases in AI datasets, models, and decision-making. 

• Ensuring equitable AI research and innovation by integrating gender dimensions into all 

phases of AI development. 
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• Aligning with EU policies such as the EU Gender Equality Strategy (2020-2025) and the 

Horizon Europe Gender Equality Plan. 

• Complying with AI governance frameworks such as the European AI Act, which promotes 

ethical, human-centric AI. 

The key objectives of ENFIELD’s gender integration and bias reduction strategy include: 

1. Ensuring gender representation in AI datasets and model development. 

2. Integrating sex and gender dimensions into AI research. 

3. Preventing algorithmic discrimination through fairness auditing. 

4. Developing gender-inclusive AI applications. 

5. Raising awareness and promoting diversity in AI research and governance. 

This chapter outlines ENFIELD’s approach to gender integration, bias reduction strategies, ethical 

considerations, and monitoring frameworks. 

 

11.2 Integration of Sex and Gender Dimensions in AI 

ENFIELD incorporates gender-aware approaches in AI research, ensuring that sex and gender 

differences are considered in data collection, model training, and AI decision-making. 

11.2.1 Importance of Gender Consideration in AI 

Gender bias in AI can result in: 

• Discriminatory hiring algorithms that favor applicants based on their gender. 

• Healthcare AI systems that underdiagnose conditions based on gender (e.g. men over 

women). 

• Financial risk assessment models that disadvantage entrepreneurs based on gender. 

To mitigate these risks, ENFIELD: 

• Uses gender-balanced datasets to ensure fair AI training. 

• Includes gender-aware metrics in AI performance evaluations. 

• Ensures diverse representation in AI research teams. 

11.2.2 Incorporating Gender Data in AI Models 

ENFIELD ensures that AI models: 

• Use sex and gender-disaggregated data in training and validation. 

• Analyze gender impact assessments before deployment. 
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• Account for intersectional biases, considering factors like ethnicity, socioeconomic 

background, and disability. 

11.2.3 Addressing Gender Bias in Machine Learning Algorithms 

Bias in AI models arises from: 

• Skewed training datasets that do not represent all genders. 

• Algorithmic reinforcement of stereotypes. 

• Lack of gender-sensitive evaluation metrics. 

To reduce gender bias, ENFIELD: 

• Implements fairness-aware algorithms (e.g., adversarial debiasing, reweighting 

techniques). 

• Conducts gender audits of AI models before deployment. 

• Uses explainable AI (XAI) techniques to assess gender impacts in AI decisions. 

 

11.3 Gender-Inclusive AI Design and Implementation 

11.3.1 Ethical AI Development with Gender Perspective 

ENFIELD ensures ethical AI development by: 

• Applying gendered AI principles to prioritize fairness. 

• Ensuring AI governance structures promote gender equality. 

• Conducting stakeholder engagement with gender-diverse groups. 

11.3.2 Addressing Gender Representation in AI Teams 

To increase diversity in AI research, ENFIELD: 

• Encourages participation of all genders – with a particular focus in women- in AI leadership 

roles. 

• Promotes gender-balanced research teams. 

• Implements mentorship programs for underrepresented groups in AI. 

 

11.4 Addressing Data Bias in Machine Learning Algorithms 

11.4.1 Bias Detection and Mitigation Techniques 

ENFIELD applies bias mitigation techniques such as: 
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1. Bias detection audits – Identifying gender imbalances in datasets. 

2. Fairness constraints in AI training – Ensuring models do not reinforce gender 

discrimination. 

3. Algorithmic debiasing methods – Applying adversarial training and fairness-aware 

algorithms. 

11.4.2 Evaluating Gender Fairness in AI Models 

ENFIELD integrates gender fairness evaluations using: 

• Demographic parity metrics – Ensuring equal representation in AI outcomes. 

• Equalized odds assessments – Measuring whether AI models treat different genders fairly. 

• Causal fairness analysis – Investigating whether gender plays an unintended role in AI 

decisions. 

11.4.3 Correcting Gender Bias in Data Collection 

Bias in datasets can stem from: 

• Historical discrimination reflected in data. 

• Underrepresentation of certain genders in training datasets. 

• Cultural and societal biases embedded in language models. 

To correct these biases, ENFIELD: 

• Uses data augmentation to create gender-balanced training sets. 

• Applies counterfactual fairness techniques to correct gender bias. 

• Ensures transparency in data sources and collection methodologies. 

 

11.5 Non-Discrimination in Data Collection 

11.5.1 Ensuring Diversity in AI Training Datasets 

ENFIELD adopts diverse and representative datasets by: 

• Incorporating gender-balanced sample populations. 

• Ensuring inclusivity in dataset curation processes. 

• Avoiding biased annotations in AI training data. 

11.5.2 Inclusive Data Labeling and Annotation 

Biases often arise during data labeling. To prevent this: 

• ENFIELD trains annotators on gender-sensitive labeling practices. 
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• Uses multi-perspective annotations to detect gender disparities. 

• Ensures dataset annotations reflect diverse gender identities. 

 

11.6 In-Processing Methods for Bias Reduction 

11.6.1 Fairness Constraints in Model Training 

ENFIELD integrates bias-aware training approaches: 

• Fair representation learning – Ensuring AI models are trained on balanced datasets. 

• Debiasing through adversarial training – Using fairness-aware loss functions. 

11.6.2 Bias Correction during AI Decision-Making 

Real-time fairness techniques include: 

• Post-processing fairness calibration – Adjusting model outputs to reduce gender 

disparities. 

• Fairness-aware reinforcement learning – Rewarding unbiased AI behaviors. 

 

11.7 Research, Education, and Dissemination 

11.7.1 AI Ethics and Gender Awareness Training 

ENFIELD conducts training on: 

• Gender bias detection and mitigation. 

• AI fairness principles for developers. 

• Ethical AI decision-making. 

11.7.2 Gender-Inclusive AI Education 

• Massive Open Online Courses (MOOCs) on Gender-Fair AI. 

• Workshops on bias mitigation strategies. 

• Webinars on inclusive AI development. 

11.7.3 AI Policy Recommendations on Gender Inclusion 

ENFIELD develops policy recommendations for: 

• Regulatory AI governance promoting gender equality. 

• Standardized AI fairness benchmarks for gender-inclusivity. 

• AI procurement policies enforcing bias audits. 
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11.8 Monitoring, Review, and Continuous Improvement 

11.8.1 Gender Bias Auditing and AI Model Monitoring 

• Regular AI fairness audits to ensure gender inclusivity. 

• Third-party evaluations of AI gender fairness standards. 

• Real-time AI monitoring to detect emerging gender biases. 

11.8.2 Stakeholder Engagement and Feedback 

• Collaboration with women-led AI research groups. 

• Public consultations on AI gender fairness policies. 

• Surveys on AI system impact on different gender groups. 

11.8.3 Continuous Improvement in Gender-Aware AI 

• Annual reviews of AI bias detection strategies. 

• Updating AI models with the latest fairness constraints. 

• Aligning with evolving EU policies on AI ethics and gender inclusion. 

 

12. Green AI Pillar 

12.1 Introduction 

Artificial Intelligence (AI) is transforming industries, but its rapid growth comes with a significant 

environmental footprint, particularly due to the high energy consumption of AI training and 

inference processes. Green AI focuses on making AI energy-efficient, sustainable, and 

environmentally responsible by optimizing computing infrastructure, data storage, and AI model 

architectures. 

The ENFIELD project prioritizes Green AI to: 

• Reduce energy consumption and carbon emissions associated with AI training and 

deployment. 

• Develop energy-efficient AI algorithms and architectures. 

• Promote sustainable AI hardware, cloud computing, and storage solutions. 

• Align AI research with the EU Green Deal and the UN Sustainable Development Goals 

(SDGs). 

The key objectives of the Green AI Pillar include: 

1. Optimizing AI models for energy efficiency. 
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2. Developing low-carbon AI training methodologies. 

3. Encouraging sustainable computing infrastructure. 

4. Leveraging AI for climate action and renewable energy. 

5. Ensuring compliance with EU sustainability policies and environmental regulations. 

This chapter outlines ENFIELD’s strategies for Green AI, focusing on data generation, energy 

efficiency, storage optimization, sustainable computing, AI for environmental applications, and 

regulatory compliance. 

12.2 Data Collection and Generation 

Green AI research requires high-quality, optimized, and sustainable datasets. ENFIELD ensures 

that AI data is managed responsibly to minimize computational waste while maintaining model 

robustness. 

12.2.1 Data Sources for Green AI 

ENFIELD gathers data from: 

• Sensor-based IoT networks – Optimizing smart grids, traffic control, and building energy 

consumption. 

• Renewable energy systems – AI-driven monitoring of wind, solar, and hydro energy 

production. 

• Climate datasets – Using AI for climate change prediction and environmental modeling. 

• AI hardware energy profiling – Measuring power usage in AI workloads to improve 

efficiency. 

12.2.2 Data Types for Green AI 

• Performance metrics – Energy logs, processing time, carbon emissions per AI training 

cycle. 

• Low-resolution datasets – Reducing unnecessary computational load while preserving 

accuracy. 

• Compressed AI datasets – Using efficient encoding techniques to reduce dataset size. 

12.2.3 Data Preprocessing for Sustainability 

• Dimensionality reduction – Removing redundant data using Principal Component Analysis 

(PCA). 

• Federated learning approaches – Avoiding excessive data transfers to lower energy 

usage. 
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• Knowledge distillation – Using smaller models trained on the knowledge of larger AI 

systems. 

 

12.3 Energy-Efficient AI Models 

12.3.1 Optimized AI Architectures 

To make AI training and inference more sustainable, ENFIELD focuses on: 

• Developing lightweight neural networks (e.g., MobileNets, TinyBERT). 

• Utilizing Spiking Neural Networks (SNNs) for energy-efficient computations. 

• Applying pruning, quantization, and low-rank approximations to reduce model complexity. 

12.3.2 AI Training Energy Optimization 

AI training is computationally expensive; thus, ENFIELD: 

• Implements carbon-aware scheduling – Running AI tasks when renewable energy 

availability is high. 

• Optimizes hyperparameter tuning – Reducing redundant computations. 

• Uses AI hardware accelerators (e.g., Google’s TPU, NVIDIA’s low-power GPUs). 

12.3.3 AI Model Compression Techniques 

• Pruning and sparsity – Removing unnecessary neurons to optimize computations. 

• Distillation techniques – Training smaller AI models without losing accuracy. 

• Weight quantization – Reducing precision to lower computational cost. 

 

12.4 Sustainable AI Hardware and Computing Infrastructure 

12.4.1 Energy-Efficient Computing Platforms 

ENFIELD integrates sustainable computing approaches by: 

• Leveraging Green High-Performance Computing (HPC) clusters powered by renewable 

energy. 

• Optimizing cloud workloads by using carbon-aware data centers. 

• Adopting ARM-based architectures for low-power AI computing. 

12.4.2 Low-Power AI Chipsets and Hardware 

• Neuromorphic computing chips (e.g., Intel Loihi, IBM TrueNorth) for ultra-low-power AI. 
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• Energy-efficient GPUs and FPGAs (e.g., NVIDIA Jetson, Xilinx Versal). 

• AI-optimized ASICs (Application-Specific Integrated Circuits) for AI model inference. 

12.4.3 Edge AI for Decentralized Computing 

• Shifting AI inference from cloud to edge devices to minimize data transfer energy 

consumption. 

• Utilizing AI on embedded systems to process data locally instead of relying on power-

intensive cloud servers. 

• Hybrid AI models that combine cloud and edge computing for balanced energy efficiency. 

 

12.5 Data Storage and Backup for Sustainability 

12.5.1 Eco-Friendly Data Centers 

• Deploying AI models in green-certified data centers powered by renewable energy. 

• Using liquid cooling techniques to reduce energy-intensive cooling needs. 

• Implementing carbon offset strategies for AI storage infrastructures. 

12.5.2 Energy-Efficient Data Storage 

• Cold storage solutions for rarely accessed AI datasets. 

• SSD-based data storage over HDDs to reduce energy consumption. 

• Data deduplication techniques to minimize redundant storage. 

 

12.6 AI for Environmental Applications 

12.6.1 AI in Climate Change and Environmental Monitoring 

ENFIELD leverages AI to: 

• Enhance climate prediction models using AI-driven simulations. 

• Analyze satellite imagery for deforestation and biodiversity tracking. 

• Detect extreme weather patterns through AI-based meteorological analysis. 

12.6.2 AI for Renewable Energy Optimization 

• Optimizing wind and solar energy production using AI. 

• Predicting energy demand and adjusting supply dynamically. 

• AI-powered smart grids for efficient electricity distribution. 
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12.6.3 AI in Smart Cities and Resource Management 

• AI-driven traffic control systems to reduce emissions. 

• Automated water management using AI-powered analytics. 

• Energy-efficient building automation powered by AI predictions. 

 

12.7 Compliance with Green AI Policies and Regulations 

12.7.1 EU Green Deal and Sustainable Development Goals (SDGs) 

ENFIELD aligns with: 

• The EU Green Deal’s carbon neutrality goals. 

• UN SDG Goal 13 (Climate Action) and Goal 7 (Clean Energy). 

• European AI Act provisions for sustainable AI development. 

12.7.2 Ethical Considerations in Green AI 

• Avoiding greenwashing in AI sustainability claims. 

• Ensuring transparency in AI model lifecycle emissions reporting. 

• Developing policies to support responsible AI computing. 

12.7.3 Regulatory Compliance for AI Energy Efficiency 

• Meeting European Commission sustainability benchmarks for AI research. 

• Ensuring energy consumption reporting in AI model documentation. 

• Applying carbon footprint assessment tools for AI training processes. 

 

12.8 Monitoring, Evaluation, and Continuous Improvement 

12.8.1 Key Performance Indicators (KPIs) for Green AI 

• Reduction in AI model carbon emissions per training cycle. 

• Percentage improvement in AI model energy efficiency. 

• Reduction in AI infrastructure energy consumption. 

12.8.2 AI Environmental Audits and Reviews 

• Quarterly AI energy consumption audits. 

• Life-cycle impact analysis of AI models. 

• Third-party verification of AI sustainability claims. 
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12.8.3 Future Innovations in Green AI 

• Next-generation energy-efficient AI models. 

• Advancements in self-supervised and federated learning. 

• Exploring AI-based renewable energy forecasting techniques. 

 

13. Adaptive AI Pillar 

13.1 Introduction 

Adaptive AI represents a major advancement in artificial intelligence, allowing AI systems to 

continuously evolve, learn, and adjust to new data, environments, and challenges in real-time. 

Unlike traditional AI models that require retraining on static datasets, Adaptive AI is dynamic, 

enabling: 

• Self-learning AI systems that improve without human intervention. 

• Real-time adaptation based on streaming data and changing conditions. 

• Enhanced AI robustness and resilience in unpredictable scenarios. 

The ENFIELD project prioritizes Adaptive AI to: 

• Enhance AI model flexibility and real-world applicability. 

• Reduce AI model degradation over time by integrating feedback-driven updates. 

• Develop AI systems capable of operating in dynamic environments (e.g., smart grids, 

healthcare, and cybersecurity). 

• Ensure ethical AI adaptation with bias control and regulatory compliance. 

The key objectives of the Adaptive AI Pillar include: 

1. Developing AI models that evolve with new data while maintaining accuracy. 

2. Leveraging real-time learning and incremental updates to prevent model drift. 

3. Applying transfer learning and meta-learning to optimize adaptability. 

4. Ensuring Adaptive AI aligns with ethical and regulatory frameworks. 

5. Enhancing security and robustness against adversarial threats. 

This chapter explores ENFIELD’s strategies for Adaptive AI, focusing on data generation, 

continuous learning, optimization techniques, infrastructure, real-world applications, and 

governance frameworks. 
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13.2 Data Collection and Generation 

Adaptive AI depends on real-time, dynamic, and evolving datasets. Unlike traditional AI models 

that rely on pre-collected, static datasets, Adaptive AI requires continuous data ingestion, filtering, 

and processing. 

13.2.1 Data Sources for Adaptive AI 

ENFIELD’s Adaptive AI models leverage: 

• Live sensor and IoT data – AI continuously refines its predictions using data from smart 

devices, autonomous systems, and real-time monitoring systems. 

• User interaction and feedback data – AI models update based on evolving user behaviors. 

• Streaming data processing – AI reacts to new information as it is generated. 

13.2.2 Types of Data for Adaptive AI 

• Time-series data – Critical for AI-driven forecasting (e.g., energy demand, stock markets, 

medical diagnostics). 

• Unstructured real-world data – Text, images, audio, and video that Adaptive AI processes 

dynamically. 

• Synthetic training data – AI-generated datasets that expand the adaptability of AI models 

in limited-data environments. 

13.2.3 Data Preprocessing for Adaptability 

ENFIELD ensures efficient, real-time data management through: 

• Automated data cleaning pipelines that remove noise and inconsistencies. 

• Self-learning AI feature extraction to identify relevant data patterns. 

• Real-time anomaly detection mechanisms to filter out data biases. 

 

13.3 Learning Methods for Adaptive AI 

13.3.1 Incremental Learning for Continuous Adaptation 

Incremental learning allows AI models to update and evolve as new data becomes available. 

ENFIELD’s approach includes: 

• Continuous fine-tuning of AI models without retraining from scratch. 

• Memory replay techniques to prevent catastrophic forgetting. 

• Efficient adaptation mechanisms that ensure AI remains accurate and relevant. 
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13.3.2 Online Learning for Real-Time AI Updates 

Online learning enables AI to adjust dynamically in response to changing conditions. ENFIELD 

integrates: 

• Bayesian models for real-time probability adjustments. 

• Dynamic neural architectures that reconfigure model structures based on new information. 

• Self-regulating AI agents that modify decision-making rules on-the-fly. 

13.3.3 Reinforcement Learning for Adaptive Decision-Making 

Reinforcement Learning (RL) is crucial for AI adaptation in unstructured and dynamic 

environments. ENFIELD applies RL for: 

• Autonomous decision-making in robotics and smart transportation. 

• AI-driven energy grid management to optimize electricity distribution. 

• Personalized AI recommendations in healthcare and finance. 

13.3.4 Transfer Learning for Knowledge Adaptation 

Transfer learning accelerates AI adaptation across different domains. ENFIELD employs: 

• Domain adaptation techniques to apply existing AI models to new environments. 

• Cross-task knowledge transfer to reduce training time and computational costs. 

• Meta-learning ("learning to learn") to enable rapid AI generalization. 

 

13.4 AI Model Optimization for Adaptability 

13.4.1 Self-Optimizing AI Models 

Adaptive AI models continuously optimize their structure and learning process. ENFIELD’s self-

optimizing AI approach includes: 

• Evolutionary neural architectures that refine their parameters based on real-world 

feedback. 

• Automated Machine Learning (AutoML) pipelines that optimize AI hyperparameters in real 

time. 

• Adaptive AI decision trees that adjust branching logic dynamically. 

13.4.2 AI Model Deployment in Real-Time Environments 

Deploying Adaptive AI in real-world applications requires: 

• Scalable, on-demand AI computing to support dynamic workloads. 
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• Edge AI models that process data locally to reduce latency. 

• Cloud-to-edge AI pipelines for efficient model updating. 

13.4.3 Robustness Against Adversarial Attacks 

Adaptive AI models must be resistant to adversarial attacks. ENFIELD ensures: 

• Defensive training techniques against adversarial AI manipulations. 

• AI self-monitoring for unexpected behavioral changes. 

• Automated threat detection in AI model updates. 

 

13.5 Adaptive AI Infrastructure 

13.5.1 Cloud and Edge Computing for Adaptive AI 

To support scalable Adaptive AI, ENFIELD utilizes: 

• Hybrid cloud-edge AI frameworks for efficient processing. 

• Federated Learning models that update AI without centralizing data. 

• AI-powered data pipelines that streamline information flow. 

13.5.2 Secure AI Model Versioning 

Adaptive AI requires robust versioning for reliability. ENFIELD: 

• Maintains AI model version histories with rollback capabilities. 

• Uses explainable AI (XAI) frameworks to track evolving decision patterns. 

• Applies blockchain-based AI governance for model transparency. 

 

13.6 Use Cases and Applications of Adaptive AI 

13.6.1 Healthcare: AI-Driven Precision Medicine 

• Personalized AI models that adapt to patient history. 

• Continuous-learning diagnostic tools that improve over time. 

• Real-time AI for wearable health monitoring. 

13.6.2 Smart Energy and Sustainability 

• AI-driven energy consumption forecasting for grid efficiency. 

• Adaptive optimization of renewable energy sources. 

• Self-learning smart grids that respond to dynamic energy demands. 
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13.6.3 Cybersecurity and Fraud Detection 

• Adaptive AI that evolves to counter cyber threats. 

• AI-powered fraud detection that continuously updates itself. 

• Automated anomaly detection in network security. 

 

13.7 Ethical, Legal, and Regulatory Compliance 

13.7.1 EU AI Act and GDPR Compliance 

Adaptive AI must align with: 

• Transparency mandates in the EU AI Act for self-learning AI. 

• GDPR compliance for privacy-preserving AI model updates. 

• Bias mitigation frameworks to ensure ethical AI adaptation. 

13.7.2 Ethical AI Governance 

ENFIELD enforces: 

• Human-in-the-loop oversight for critical Adaptive AI decisions. 

• Bias detection mechanisms in evolving AI models. 

• Fairness evaluations for continuously adapting AI models. 

13.7.3 AI Safety and Risk Mitigation 

To prevent unintended consequences, ENFIELD: 

• Implements AI failure detection systems. 

• Ensures accountability in AI decision-making updates. 

• Develops risk mitigation strategies for continuously learning AI. 

 

14. Human-Centric AI Pillar  
 

14.1 Introduction 

Human-Centric AI (HCAI) is a transformative approach that places human values, ethics, 

transparency, fairness, and accountability at the core of AI development and deployment. Unlike 

conventional AI systems that operate autonomously, HCAI is designed to collaborate with and 

empower humans, ensuring that AI-driven decisions are trustworthy, explainable, and aligned with 

societal values. 

The ENFIELD project emphasizes Human-Centric AI by: 
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• Ensuring AI systems are transparent, interpretable, and accountable to users. 

• Enhancing fairness and reducing bias to promote inclusivity. 

• Improving AI-assisted decision-making processes in key sectors such as healthcare, 

smart cities, and business. 

• Developing AI solutions that align with regulatory frameworks, including the EU AI Act and 

GDPR. 

• Ensuring compliance with ethical AI standards to minimize risks associated with biased or 

harmful AI outputs. 

The key objectives of the Human-Centric AI Pillar include: 

1. Developing AI systems that enhance human decision-making rather than replacing it. 

2. Improving AI explainability and transparency to increase user trust. 

3. Addressing bias in AI models to prevent discrimination. 

4. Ensuring AI systems improve human well-being and inclusivity. 

5. Aligning AI research with ethical and regulatory frameworks. 

This chapter explores ENFIELD’s strategies for Human-Centric AI, focusing on data collection, 

AI-human interaction, transparency, fairness, ethical considerations, real-world applications, and 

governance frameworks. 

 

14.2 Data Collection and Generation 

14.2.1 Ethical Data Sourcing for Human-Centric AI 

Human-Centric AI requires high-quality, diverse, and ethically sourced data to ensure fairness, 

accountability, and robust AI decision-making. ENFIELD collects data from: 

• User interactions – Real-world usage data that informs adaptive AI behavior. 

• Participatory design research – Engaging end-users in AI development. 

• Feedback loops – Continuous user input to improve AI models. 

• Multi-modal data sources – Combining text, images, speech, and biometrics for human-

aware AI. 

14.2.2 Ensuring Ethical Data Collection 

ENFIELD enforces strict ethical guidelines for AI data collection, ensuring: 

• Informed consent – Users must fully understand how their data is used. 

• Privacy protection through GDPR-compliant methods. 
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• Anonymization and encryption – Ensuring AI data is securely stored. 

• Bias detection in dataset curation – Preventing underrepresentation of any demographic. 

14.2.3 Data Validation and Bias Prevention 

• Bias detection audits for fairness. 

• Automated data preprocessing pipelines for consistency. 

• AI-assisted data validation to maintain high-quality datasets. 

 

14.3 AI-Human Interaction and User Experience (UX) Design 

14.3.1 Enhancing Human-AI Collaboration 

ENFIELD ensures AI enhances human decision-making rather than replacing it by: 

• Integrating explainable AI models for better user understanding. 

• Developing user-adjustable AI systems with customization options. 

• Ensuring real-time adaptability in AI interactions. 

14.3.2 AI for Human Empowerment 

ENFIELD prioritizes user-centered AI development, ensuring: 

• AI-driven accessibility tools for disabled individuals. 

• Adaptive learning AI tutors for personalized education. 

• Healthcare AI models that enhance, not replace, human expertise. 

14.3.3 UX-Focused AI Development 

• Developing intuitive AI interfaces for ease of use. 

• Using natural language processing (NLP) for improved AI-human communication. 

• Prioritizing transparency in AI-assisted decision-making. 

14.4 AI Transparency, Explainability, and Accountability 

14.4.1 Explainable AI (XAI) and Trust Building 

AI must be interpretable, auditable, and understandable. ENFIELD ensures: 

• AI-generated decisions are accompanied by explanations. 

• Transparency is embedded in AI recommendations. 

• AI models are interpretable using visual tools. 
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14.4.2 Techniques for Explainable AI 

ENFIELD integrates: 

• SHAP (Shapley Additive Explanations) and LIME (Local Interpretable Model-agnostic 

Explanations). 

• Rule-based AI approaches for transparent decision-making. 

• AI visualization tools to help users understand recommendations. 

14.4.3 Ensuring Accountability in AI Decisions 

ENFIELD promotes: 

• AI decision traceability through logging mechanisms. 

• Human oversight in critical AI applications. 

• Auditing frameworks for AI accountability. 

 

14.5 Bias Mitigation and Inclusive AI 

14.5.1 Addressing Bias in AI Systems 

AI bias arises from: 

• Unbalanced training datasets that underrepresent certain demographics. 

• Pre-existing societal biases encoded in AI decisions. 

• Algorithmic unfairness affecting marginalized communities. 

ENFIELD’s bias mitigation strategies include: 

• Diverse dataset curation to prevent overrepresentation of one group. 

• Bias-aware AI training algorithms that identify discriminatory patterns. 

• Real-time fairness monitoring of AI models. 

14.5.2 Ensuring Fair and Inclusive AI Systems 

ENFIELD applies: 

• Regular AI fairness assessments before deployment. 

• Algorithmic de-biasing techniques, such as counterfactual fairness and adversarial 

debiasing. 

• Inclusive AI policies that enforce diversity in AI research and development. 
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14.6 Ethical and Regulatory Compliance for Human-Centric AI 

14.6.1 Compliance with the EU AI Act and GDPR 

ENFIELD ensures AI systems comply with: 

• Transparency regulations in the EU AI Act for human-centric AI. 

• GDPR’s data privacy, security, and consent provisions. 

• Ethical AI auditing frameworks for regulatory compliance. 

14.6.2 Ethical AI Governance and Oversight 

• Implementing AI risk assessment protocols. 

• Ensuring continuous AI impact assessments. 

• Applying AI ethics guidelines from the European Commission. 

14.6.3 AI Risk Management and Safety 

ENFIELD incorporates: 

• Fail-safe AI mechanisms to prevent unintended consequences. 

• Continuous human oversight in high-risk AI applications. 

• Real-time AI auditing systems to monitor safety concerns. 

 

14.7 Applications of Human-Centric AI 

14.7.1 AI in Healthcare 

• AI-powered diagnostics with human oversight. 

• AI-driven medical assistance tools for doctors. 

• Ethical AI integration in personalized medicine. 

14.7.2 AI for Smart Cities and Public Services 

• AI-driven urban planning solutions to optimize infrastructure. 

• Traffic management AI systems to reduce congestion. 

• Inclusive AI-driven public services for better citizen engagement. 

14.7.3 AI in Business and Workplaces 

• Fair AI hiring algorithms to remove recruitment bias. 

• AI decision-support tools for business analytics. 

• AI-driven HR management systems that enhance employee experience. 
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14.8 Monitoring, Evaluation, and Continuous Improvement 

14.8.1 Key Performance Indicators (KPIs) for Human-Centric AI 

ENFIELD evaluates AI transparency and fairness through: 

• AI bias detection metrics to ensure non-discriminatory decisions. 

• Explainability scores to measure AI interpretability. 

• User trust surveys to assess AI adoption levels. 

14.8.2 Continuous AI Auditing and Compliance Monitoring 

• Quarterly AI fairness assessments. 

• Annual compliance reviews with GDPR and AI Act standards. 

• Real-time AI model monitoring for transparency tracking. 

14.8.3 Stakeholder Engagement and Feedback Loops 

ENFIELD incorporates: 

• Public consultations on AI ethics and policy-making. 

• Multi-stakeholder AI governance committees. 

• Crowdsourced feedback mechanisms for AI fairness. 

 

15. Trustworthy AI Pillar  

15.1 Introduction 

Trustworthy AI is a fundamental principle of the ENFIELD project, ensuring that AI systems are 

reliable, fair, transparent, explainable, and aligned with human values. Given the increasing role 

of AI in critical decision-making processes, it is essential to develop AI models that are ethical, 

robust, and compliant with international regulations. 

The ENFIELD project integrates Trustworthy AI principles to: 

• Ensure AI systems operate fairly and without bias. 

• Enhance AI explainability and interpretability to foster trust. 

• Guarantee the safety and security of AI applications in sensitive domains. 

• Develop regulatory-compliant AI solutions aligned with the EU AI Act and GDPR. 

• Promote AI governance frameworks that ensure ethical accountability. 

The key objectives of the Trustworthy AI Pillar include: 
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1. Developing AI models that are robust, reliable, and resistant to adversarial attacks. 

2. Ensuring fairness and eliminating bias in AI decision-making. 

3. Enhancing AI transparency and explainability to build user trust. 

4. Integrating AI into critical sectors such as healthcare, finance, and cybersecurity 

responsibly. 

5. Complying with ethical and legal governance frameworks to ensure responsible AI 

deployment. 

This chapter explores ENFIELD’s approach to Trustworthy AI, focusing on data integrity, AI 

security, fairness, transparency, regulatory compliance, and real-world applications. 

 

15.2 Data Collection and Generation for Trustworthy AI 

15.2.1 Ethical Data Sourcing and Collection 

Trustworthy AI requires high-quality, unbiased, and ethically sourced data to ensure AI models 

operate fairly and transparently. ENFIELD ensures: 

• Ethical AI data collection frameworks that comply with GDPR and the EU AI Act. 

• Transparency in AI dataset provenance to prevent hidden biases. 

• Responsible data governance models to safeguard data privacy. 

15.2.2 Data Integrity and Validation 

• Automated data cleaning techniques to remove biases and inconsistencies. 

• Bias auditing frameworks to ensure dataset neutrality. 

• Verifiable data tracking systems that monitor dataset evolution. 

15.2.3 Privacy-Preserving AI Training Techniques 

To protect user privacy, ENFIELD employs: 

• Federated Learning to train AI models without centralizing sensitive data. 

• Homomorphic Encryption to enable secure AI model processing. 

• Differential Privacy techniques to anonymize data during training. 

 

15.3 AI Safety, Security, and Robustness 

15.3.1 AI Resilience and Reliability 

AI systems must operate safely under dynamic conditions. ENFIELD ensures: 
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• AI robustness testing against unexpected inputs. 

• Automated anomaly detection systems to identify AI performance drifts. 

• Self-healing AI models that recover from errors without human intervention. 

15.3.2 AI Cybersecurity and Threat Mitigation 

AI-driven cyberattacks pose a serious risk to AI trustworthiness. ENFIELD applies: 

• Blockchain-based authentication for AI model integrity. 

• AI-driven threat detection systems that counter cyber vulnerabilities. 

• Secure Multi-Party Computation (SMPC) to protect AI model interactions. 

15.3.3 Adversarial Robustness in AI Models 

To protect AI from malicious attacks, ENFIELD implements: 

• Adversarial training strategies that enhance AI model security. 

• Regular AI vulnerability assessments and penetration testing. 

• Fail-safe mechanisms in AI systems to prevent unexpected failures. 

 

15.4 AI Transparency, Explainability, and Accountability 

15.4.1 Explainable AI (XAI) for Trust Building 

AI transparency is critical to ensuring accountability in decision-making. ENFIELD promotes: 

• AI models that generate human-readable justifications for decisions. 

• Audit trails that track AI decision-making processes. 

• Explainability tools that clarify AI model outputs for non-technical users. 

15.4.2 Techniques for AI Explainability 

ENFIELD integrates: 

• SHAP (Shapley Additive Explanations) and LIME (Local Interpretable Model-agnostic 

Explanations) for interpretability. 

• Rule-based AI approaches that allow for logical AI decision-making. 

• AI decision-tree visualization tools that enhance model explainability. 

15.4.3 Ensuring AI Accountability in High-Risk Applications 

• AI model documentation frameworks to track decision-making evolution. 

• Real-time monitoring of AI deployments to prevent unethical behavior. 
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• Regulatory-compliant transparency mechanisms that allow external audits. 

 

15.5 AI Fairness and Bias Mitigation 

15.5.1 Identifying and Eliminating Bias in AI Models 

AI bias can arise from: 

• Unbalanced training datasets that reinforce discrimination. 

• Implicit bias in AI feature selection and decision-making processes. 

• Algorithmic unfairness affecting marginalized groups. 

ENFIELD’s bias mitigation strategies include: 

• AI fairness audits using debiasing algorithms. 

• Training AI models on diverse, representative datasets. 

• Continuous fairness monitoring throughout AI deployment. 

15.5.2 Ethical AI Decision-Making Standards 

ENFIELD ensures: 

• Fair AI-driven decision-making frameworks aligned with human rights. 

• Bias-sensitive AI training techniques to minimize discrimination risks. 

• Inclusive AI governance policies to maintain ethical accountability. 

 

15.6 Trustworthy AI in Critical Applications 

15.6.1 AI in Healthcare 

• Explainable AI-powered diagnostics that justify medical recommendations. 

• Bias-free AI models for equitable healthcare access. 

• AI decision-support systems that complement human expertise. 

15.6.2 AI in Finance and Risk Assessment 

• Fair and transparent AI-driven credit scoring models. 

• Bias-free fraud detection systems that ensure fairness in financial security. 

• Accountability-driven AI for investment and risk analysis. 

15.6.3 AI in Cybersecurity and Public Safety 

• AI-powered law enforcement tools with bias-mitigation constraints. 
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• Cyber threat detection AI systems that explain risk assessments. 

• Bias-free AI crime prediction models that uphold legal fairness. 

 

15.7 Ethical, Legal, and Regulatory Compliance 

15.7.1 EU AI Act and GDPR Compliance 

ENFIELD ensures AI aligns with: 

• The EU AI Act’s "Trustworthy AI" requirements. 

• GDPR’s privacy, security, and ethical AI usage policies. 

• ISO/IEC 27001 cybersecurity regulations. 

15.7.2 AI Governance and Ethical Oversight 

• Implementation of AI ethics committees to evaluate AI decision-making. 

• Development of AI impact assessment frameworks. 

• Public engagement and regulatory collaboration for AI governance. 

15.7.3 AI Risk Assessment and Safety Protocols 

• Fail-safe AI systems with human oversight. 

• Real-time AI compliance audits to prevent regulatory violations. 

• Ethical AI guidelines that ensure fairness and security. 

 

15.8 Monitoring, Auditing, and Continuous Improvement 

15.8.1 AI Trustworthiness Performance Indicators 

ENFIELD evaluates AI safety, security, and fairness using: 

• Bias detection rates in AI decision-making. 

• Explainability scores to assess AI transparency. 

• User trust feedback to measure AI adoption and confidence. 

15.8.2 Continuous AI Auditing and Compliance Monitoring 

• Quarterly AI fairness and security audits. 

• Annual GDPR and AI Act compliance reviews. 

• AI accountability tracking through regulatory compliance reports. 



ENFIELD  D1.3 

ENFIELD: European Lighthouse to Manifest Trustworthy and Green AI  91 

15.8.3 Future Innovations in Trustworthy AI 

ENFIELD continues to enhance AI trustworthiness by: 

• Developing next-generation bias-resistant AI models. 

• Advancing explainability techniques in AI decision-making. 

• Ensuring AI aligns with evolving regulatory and ethical standards. 

 

16. Energy Vertical 

16.1 Introduction 

The energy sector is undergoing rapid digital transformation, with Artificial Intelligence (AI) playing 

a pivotal role in enhancing energy efficiency, optimizing renewable energy sources, improving 

smart grid resilience, and reducing carbon emissions. AI-driven solutions are essential for 

managing the growing complexity of energy systems and ensuring sustainable energy usage. 

The ENFIELD project focuses on AI-driven energy innovations that align with: 

• The European Green Deal’s goal of carbon neutrality by 2050. 

• The Renewable Energy Directive (RED II) for increasing renewable energy adoption. 

• EU AI Act compliance for transparency, safety, and security in AI-driven energy solutions. 

The key objectives of the Energy Vertical in ENFIELD include: 

1. Developing AI solutions for smart grid optimization, load balancing, and demand 

forecasting. 

2. Enhancing predictive maintenance and fault detection in energy distribution networks. 

3. Promoting AI-driven renewable energy integration and management. 

4. Ensuring regulatory compliance with EU energy sustainability frameworks. 

5. Developing AI-driven solutions for energy efficiency in industrial and residential sectors. 

This chapter explores ENFIELD’s AI strategies for energy optimization, focusing on data 

collection, predictive analytics, smart grids, energy efficiency, renewable energy, compliance, and 

sustainability monitoring. 

16.2 Data Collection and Generation for AI in Energy 

16.2.1 Sources of Energy Data 

The success of AI-driven energy optimization relies on high-quality, real-time, and historical data 

collected from: 
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• Smart meters and IoT sensors – Providing granular insights into energy consumption 

patterns. 

• Renewable energy sources – Monitoring solar, wind, and hydroelectric power generation. 

• Energy storage systems – Tracking charge-discharge cycles and battery efficiency. 

• Grid infrastructure and substations – Collecting data for load balancing and failure 

prevention. 

16.2.2 Types of Energy Data 

ENFIELD’s AI models use: 

• Time-series data – Historical trends for energy demand forecasting. 

• Geospatial data – Mapping energy sources and transmission networks. 

• Weather data – Essential for predicting renewable energy output. 

• User behavior data – Residential and industrial energy usage patterns. 

16.2.3 Data Preprocessing for AI-Driven Energy Solutions 

To ensure high data quality and accuracy, ENFIELD applies: 

• AI-powered anomaly detection for identifying inconsistencies in energy measurements. 

• Data normalization techniques for standardizing energy units across different systems. 

• Predictive data imputation methods for handling missing sensor readings. 

 

16.3 AI for Smart Grid Management and Optimization 

16.3.1 AI-Powered Predictive Maintenance for Smart Grids 

AI-driven predictive maintenance enhances the resilience and efficiency of smart grids by: 

• Using AI models to detect early signs of grid component failures. 

• Implementing automated control systems that respond to grid fluctuations. 

• Optimizing energy distribution networks to minimize downtime and energy loss. 

16.3.2 AI-Driven Demand Forecasting and Load Balancing 

AI enables real-time energy demand forecasting and adaptive load balancing by: 

• Analyzing historical consumption patterns with machine learning models. 

• Predicting energy demand fluctuations in industrial and residential areas. 

• Optimizing energy pricing based on demand-response strategies. 
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16.3.3 AI for Grid Decentralization and Microgrids 

ENFIELD promotes decentralized energy grids through: 

• AI-driven peer-to-peer (P2P) energy trading models for efficient power exchange. 

• AI-optimized microgrid management for remote and off-grid locations. 

• Self-learning algorithms for autonomous grid operations to ensure reliability. 

 

16.4 AI for Renewable Energy Optimization 

16.4.1 AI in Solar and Wind Energy Forecasting 

ENFIELD integrates machine learning algorithms to enhance renewable energy production 

forecasting, including: 

• Predicting solar power generation based on cloud cover and sunlight intensity. 

• Forecasting wind energy fluctuations using real-time meteorological data. 

• Real-time AI-powered monitoring of solar panels and wind turbines. 

16.4.2 AI for Energy Storage and Battery Optimization 

To enhance energy storage system efficiency, ENFIELD applies AI to: 

• Optimize battery charge and discharge cycles based on demand patterns. 

• Predict battery lifespan and maintenance requirements. 

• Use AI-driven decision-making for energy storage distribution in smart grids. 

16.4.3 AI for Smart Energy Distribution and Transmission 

AI-powered solutions improve energy transmission and distribution through: 

• Real-time power flow optimization to reduce transmission losses. 

• Automated energy routing for adaptive grid response. 

• AI-powered transformer control to prevent overloads and failures. 

 

16.5 AI for Industrial and Residential Energy Efficiency 

16.5.1 AI for Smart Building Energy Management 

AI-driven energy optimization in buildings helps: 

• Reduce HVAC energy consumption through adaptive AI control. 

• Optimize lighting and appliance usage based on occupancy detection. 
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• Improve building automation systems for real-time energy efficiency. 

16.5.2 AI for Industrial Energy Optimization 

ENFIELD applies AI for: 

• AI-powered monitoring of energy-intensive manufacturing processes. 

• Predictive maintenance to prevent industrial equipment failures. 

• AI-based automation to enhance operational efficiency. 

16.5.3 AI-Driven Energy Conservation for Households 

ENFIELD promotes: 

• AI-powered smart thermostats that adapt to user preferences. 

• Energy efficiency apps that provide personalized recommendations. 

• Automated load shifting to optimize electricity usage during off-peak hours. 

 

16.6 Compliance with Energy Regulations and Sustainability Goals 

16.6.1 EU Green Deal and Renewable Energy Directives 

ENFIELD ensures AI energy solutions align with: 

• The European Green Deal’s carbon neutrality goals by 2050. 

• The Renewable Energy Directive (RED II) for promoting sustainable energy adoption. 

• EU regulations for AI-driven energy efficiency solutions. 

16.6.2 Ethical and Responsible AI for Energy Management 

AI-driven energy solutions must be fair, transparent, and explainable. ENFIELD applies: 

• Bias-free AI models to prevent unfair energy distribution. 

• Ethical AI principles in decision-making for grid management. 

• Regulatory compliance checks for AI-powered energy optimization. 

16.6.3 AI for Carbon Footprint Reduction 

ENFIELD leverages AI to: 

• Track real-time carbon emissions from energy production. 

• Optimize energy consumption to reduce carbon footprints. 

• Support AI-powered carbon credit trading models. 
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16.7 Monitoring, Evaluation, and Continuous Improvement 

16.7.1 AI Performance Metrics for Energy Optimization 

ENFIELD assesses AI performance in energy applications based on: 

• Energy consumption reductions achieved through AI interventions. 

• Accuracy of AI-powered energy demand forecasting models. 

• Impact of AI in reducing grid losses and improving efficiency. 

16.7.2 AI Auditing and Energy Compliance Checks 

• Annual audits to ensure AI-driven energy management aligns with EU regulations. 

• Real-time dashboards to track AI performance in smart grids. 

• Regular AI security assessments to protect energy infrastructure. 

16.7.3 Future Research and Development in AI for Energy 

ENFIELD continues to: 

• Advance AI-driven predictive analytics for renewable energy optimization. 

• Develop next-generation AI tools for energy conservation in industries. 

• Explore AI-powered blockchain integration for decentralized energy trading. 

 

17. Healthcare Vertical 
 

17.1 Introduction 

Artificial Intelligence (AI) is revolutionizing healthcare by enhancing diagnostics, personalized 

treatment, predictive analytics, and operational efficiency. AI-driven healthcare solutions have the 

potential to improve patient outcomes, optimize medical resource allocation, and accelerate 

biomedical research. 

The ENFIELD project integrates AI technologies into healthcare to: 

• Improve disease detection and predictive diagnostics through machine learning. 

• Enable real-time patient monitoring with AI-powered wearable devices and IoT sensors. 

• Optimize hospital management systems using AI-based predictive modeling. 

• Ensure compliance with GDPR, HIPAA, and EU AI Act for patient data privacy and security. 

• Develop ethical AI models that prevent bias and discrimination in medical decision-

making. 
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The key objectives of the Healthcare Vertical in ENFIELD include: 

1. Developing AI-powered tools for diagnostics and personalized medicine. 

2. Enhancing remote patient monitoring systems with AI-driven analytics. 

3. Improving hospital and healthcare management through AI-driven optimization. 

4. Ensuring AI-powered healthcare solutions comply with ethical, legal, and regulatory 

frameworks. 

5. Advancing AI applications in drug discovery and biomedical research. 

This chapter explores ENFIELD’s AI-driven healthcare strategies, focusing on data collection, AI-

powered diagnostics, predictive healthcare analytics, ethical considerations, compliance, and 

future advancements. 

 

17.2 Data Collection and Generation for AI in Healthcare 

17.2.1 Sources of Healthcare Data 

AI in healthcare requires high-quality, privacy-compliant, and diverse datasets to ensure accurate 

and unbiased decision-making. ENFIELD collects data from: 

• Electronic Health Records (EHRs) – Storing patient history, diagnostic reports, and 

medical imaging. 

• Wearable Health Devices and IoT Sensors – Tracking real-time vital signs such as heart 

rate, oxygen levels, and glucose levels. 

• Medical Imaging Datasets – AI-powered analysis of CT scans, MRIs, and X-rays. 

• Genomic and Biochemical Data – Supporting AI-driven precision medicine and drug 

discovery. 

• Clinical Trials and Public Health Datasets – Enhancing AI models for population health 

analytics. 

17.2.2 Data Preprocessing for AI-Driven Healthcare 

ENFIELD ensures data accuracy and integrity through: 

• Data standardization and normalization to align with medical coding standards (e.g., HL7, 

DICOM). 

• AI-driven anomaly detection to identify errors in patient records. 

• Data anonymization and encryption to protect patient confidentiality under GDPR and 

HIPAA. 
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17.2.3 Privacy-Preserving AI in Healthcare 

To secure sensitive medical data, ENFIELD employs: 

• Federated Learning – Training AI models on decentralized patient data without transferring 

records. 

• Differential Privacy – Preventing unauthorized data access while allowing AI analysis. 

• Homomorphic Encryption – Enabling encrypted computations on medical data for AI 

model training. 

 

17.3 AI-Powered Diagnostics and Decision Support Systems 

17.3.1 AI for Early Disease Detection 

ENFIELD integrates AI in diagnostics and disease prediction by: 

• Using deep learning models to detect cancerous lesions in radiology images. 

• Applying AI-powered ECG and MRI analysis for cardiovascular disease prediction. 

• Leveraging AI for real-time analysis of blood tests and biomarkers. 

17.3.2 AI for Personalized Medicine 

AI-driven precision medicine tailors treatments by: 

• Analyzing genetic and biomarker data to determine drug efficacy for individual patients. 

• Predicting patient response to different medications using AI-based simulations. 

• Developing AI-assisted treatment recommendations for chronic diseases. 

17.3.3 AI Decision Support for Healthcare Professionals 

AI-powered decision support systems (DSS) assist clinicians by: 

• Providing AI-generated second opinions on complex diagnoses. 

• Recommending optimal treatment plans based on historical patient outcomes. 

• Enhancing surgical planning with AI-assisted robotic procedures. 

 

17.4 AI-Driven Patient Monitoring and Predictive Analytics 

17.4.1 AI for Remote Patient Monitoring 

AI enhances real-time patient health tracking by: 

• Analyzing wearable device data to detect anomalies and potential health risks. 
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• Predicting emergency conditions such as strokes or heart attacks before they occur. 

• Providing AI-powered health coaching recommendations for preventive care. 

17.4.2 AI for Hospital Resource Management 

AI optimizes hospital operations through: 

• Predictive modeling to forecast patient admissions and optimize bed occupancy. 

• AI-powered automation of hospital logistics and medical supply chain management. 

• Reducing emergency room wait times with AI-driven scheduling. 

17.4.3 AI in Public Health and Disease Surveillance 

ENFIELD applies AI for epidemiology and pandemic response by: 

• AI-powered contact tracing to monitor disease spread. 

• Early detection of infectious diseases using machine learning. 

• AI-driven vaccination distribution and policy planning. 

 

17.5 AI for Drug Discovery and Biomedical Research 

17.5.1 AI in Drug Discovery 

AI accelerates drug discovery by: 

• Identifying potential drug candidates through AI-powered molecule simulations. 

• Predicting drug interactions and side effects with AI-based chemical modeling. 

• Optimizing clinical trial designs to increase drug approval success rates. 

17.5.2 AI for Biomedical Imaging and Genomics 

AI enhances medical research and diagnostics through: 

• Automated radiology image analysis for detecting abnormalities. 

• AI-driven genomic sequencing for personalized medicine. 

• Deep learning applications in pathology for faster and more accurate diagnoses. 

17.5.3 AI-Powered Virtual Healthcare Assistants 

AI-driven virtual assistants support: 

• Automated patient symptom assessments and triage. 

• AI-powered mental health counseling chatbots. 

• Personalized medication reminders and health tracking apps. 
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17.6 Ethical, Legal, and Regulatory Compliance for AI in Healthcare 

17.6.1 Compliance with Healthcare AI Regulations 

ENFIELD ensures AI-driven healthcare solutions comply with: 

• GDPR (General Data Protection Regulation) for medical data security. 

• HIPAA (Health Insurance Portability and Accountability Act) for AI-powered medical 

solutions in the U.S. 

• EU AI Act provisions for high-risk AI applications in healthcare. 

17.6.2 Ethical AI in Healthcare Decision-Making 

ENFIELD integrates ethical AI governance by: 

• Ensuring fairness in AI-driven medical decision-making. 

• Maintaining transparency in AI-generated healthcare recommendations. 

• Developing Explainable AI (XAI) frameworks for clinician trust. 

17.6.3 AI Bias Mitigation in Healthcare 

To prevent AI discrimination, ENFIELD applies: 

• Bias-aware training data collection methods. 

• AI fairness auditing tools to monitor algorithmic bias. 

• Diverse patient representation in AI medical datasets. 

17.7 Monitoring, Evaluation, and Continuous Improvement 

17.7.1 AI Performance Metrics for Healthcare 

ENFIELD assesses AI-driven healthcare solutions based on: 

• Accuracy of AI-powered diagnostics compared to human specialists. 

• Reduction in hospital readmission rates using AI predictions. 

• Operational improvements in medical resource allocation. 

17.7.2 AI Auditing and Compliance Reviews 

ENFIELD ensures regulatory compliance and transparency through: 

• Quarterly AI fairness audits in medical applications. 

• Annual compliance reviews for GDPR, HIPAA, and EU AI Act. 

• Ongoing monitoring of AI-powered healthcare systems for safety and efficacy. 
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17.7.3 Future Research and Development in AI-Driven Healthcare 

ENFIELD continues to: 

• Develop next-generation AI tools for real-time disease detection. 

• Advance AI-driven genomic research for personalized medicine. 

• Expand AI applications in public health monitoring and policy planning. 

 

18. Manufacturing Vertical 
 

18.1 Introduction 

Artificial Intelligence (AI) is transforming the manufacturing sector by enabling predictive 

maintenance, process automation, quality control, supply chain optimization, and energy 

efficiency. AI-driven manufacturing solutions enhance productivity, reduce operational costs, 

improve product quality, and enable smart factories aligned with Industry 4.0 and Industry 5.0 

principles. 

The ENFIELD project integrates AI technologies into manufacturing to: 

• Enhance predictive maintenance and reduce equipment downtime. 

• Optimize production lines through AI-driven automation. 

• Improve quality control using AI-based defect detection. 

• Enable sustainable and energy-efficient manufacturing operations. 

• Ensure compliance with safety, environmental, and regulatory standards. 

The key objectives of the Manufacturing Vertical in ENFIELD include: 

1. Developing AI-powered predictive maintenance tools for industrial equipment. 

2. Implementing AI-driven process optimization for smart factories. 

3. Enhancing quality control through AI-based inspection systems. 

4. Optimizing supply chain management with AI-powered forecasting. 

5. Ensuring AI compliance with ethical and regulatory frameworks in manufacturing. 

This chapter explores ENFIELD’s AI-driven strategies for manufacturing, focusing on data 

collection, predictive analytics, automation, robotics, supply chain optimization, quality assurance, 

and sustainability. 
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18.2 Data Collection and Generation for AI in Manufacturing 

18.2.1 Sources of Manufacturing Data 

AI-driven manufacturing systems rely on high-quality, real-time, and historical data collected from: 

• Industrial IoT (IIoT) sensors – Capturing machine performance and production metrics. 

• SCADA (Supervisory Control and Data Acquisition) systems – Monitoring industrial control 

processes. 

• Computer Vision Systems – Detecting defects and analyzing product quality. 

• Enterprise Resource Planning (ERP) and Manufacturing Execution Systems (MES) – 

Managing production planning and resource allocation. 

• Supply Chain and Logistics Data – Optimizing procurement, inventory, and delivery 

timelines. 

18.2.2 Types of Manufacturing Data 

ENFIELD’s AI models utilize: 

• Time-series data – Equipment performance trends and operational efficiency metrics. 

• Machine logs and sensor data – Analyzing real-time manufacturing processes. 

• Quality inspection images – AI-driven analysis of product defects. 

• Production throughput data – Monitoring manufacturing output and efficiency. 

18.2.3 Data Preprocessing for AI in Manufacturing 

To ensure high data quality and integrity, ENFIELD applies: 

• Data normalization and standardization for consistent industrial measurements. 

• AI-driven anomaly detection to filter sensor errors and machine failures. 

• Predictive data analytics for identifying performance degradation patterns. 

 

18.3 AI-Powered Predictive Maintenance and Equipment Monitoring 

18.3.1 AI for Predictive Maintenance 

Predictive maintenance reduces downtime and extends the lifespan of industrial equipment by: 

• Using AI models to predict failures before they occur. 

• Analyzing vibration, temperature, and acoustic signals to detect wear and tear. 

• Applying deep learning models for anomaly detection in machine operations. 
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18.3.2 Real-Time Equipment Monitoring with AI 

AI-powered real-time monitoring enhances: 

• Machine health tracking through IIoT sensors. 

• AI-based predictive alerts to schedule maintenance before failures. 

• Automated maintenance planning using AI-driven diagnostics. 

18.3.3 AI for Spare Parts Optimization 

AI optimizes spare parts management by: 

• Predicting part failures and recommending optimal replacements. 

• Reducing inventory costs through AI-driven demand forecasting. 

• Ensuring just-in-time (JIT) spare parts supply chain management. 

 

18.4 AI-Driven Automation and Robotics in Manufacturing 

18.4.1 AI for Industrial Automation 

AI enables autonomous manufacturing processes by: 

• Automating repetitive tasks with AI-powered robotic arms. 

• Using AI-driven cobots (collaborative robots) to assist human workers. 

• Optimizing workflow scheduling and production efficiency with AI algorithms. 

18.4.2 AI in Robotics for Manufacturing 

AI-powered robotics enhances: 

• Precision assembly and material handling in automated production lines. 

• AI-guided robotic welding and machining for defect-free manufacturing. 

• Vision-based robotic quality control systems for real-time defect detection. 

18.4.3 Human-AI Collaboration in Smart Factories 

ENFIELD promotes AI-human collaboration through: 

• Augmented reality (AR) interfaces that assist factory workers. 

• AI-powered virtual assistants for real-time machine diagnostics. 

• AI-driven adaptive learning systems for workforce upskilling. 
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18.5 AI for Quality Control and Defect Detection 

18.5.1 AI-Based Quality Inspection Systems 

AI-driven quality control improves: 

• Automated defect detection using deep learning models. 

• Computer vision-based inspection for identifying surface defects. 

• AI-driven anomaly detection in production lines to reduce waste. 

18.5.2 AI for Real-Time Process Optimization 

AI ensures consistent product quality by: 

• Adjusting machine parameters in real-time based on AI feedback. 

• Detecting variations in manufacturing processes and applying corrective actions. 

• Using reinforcement learning to optimize material usage and production speed. 

18.5.3 AI-Driven Predictive Quality Analytics 

AI models analyze historical production data to: 

• Identify patterns leading to defective products. 

• Predict potential quality issues before they occur. 

• Optimize raw material usage to minimize defects. 

 

18.6 AI for Sustainable and Energy-Efficient Manufacturing 

18.6.1 AI-Powered Energy Efficiency Optimization 

AI enhances sustainability in manufacturing by: 

• Reducing energy consumption through AI-driven process optimizations. 

• Implementing AI-powered load balancing for energy distribution. 

• Predicting and reducing carbon footprint in manufacturing plants. 

18.6.2 AI for Waste Reduction and Resource Efficiency 

AI-driven resource management includes: 

• Optimizing raw material usage to minimize production waste. 

• AI-powered recycling and reuse planning. 

• Reducing emissions through AI-driven production planning. 
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18.6.3 AI for Sustainable Supply Chain Management 

AI ensures sustainability in supply chains by: 

• Predicting and mitigating supply chain disruptions. 

• Reducing transportation emissions through AI-powered logistics. 

• Implementing ethical AI for sustainable sourcing of materials. 

 

18.7 Compliance with Industry Standards and Ethical AI in Manufacturing 

18.7.1 Regulatory Compliance in AI-Driven Manufacturing 

ENFIELD ensures AI-driven manufacturing complies with: 

• ISO 9001 for quality management systems. 

• ISO 50001 for energy-efficient manufacturing. 

• GDPR and cybersecurity standards for industrial AI applications. 

18.7.2 AI for Ethical Manufacturing Practices 

ENFIELD applies responsible AI principles by: 

• Ensuring AI models are fair, unbiased, and explainable. 

• Enhancing worker safety with AI-driven risk assessment models. 

• Implementing transparency in AI-powered decision-making for manufacturers. 

18.7.3 AI Governance and Risk Mitigation in Manufacturing 

ENFIELD ensures: 

• AI auditing mechanisms to prevent biased decision-making. 

• AI risk mitigation frameworks for industrial safety. 

• Continuous improvement of AI-driven production models. 

 

19. Space Vertical 
 

19.1 Introduction 

Artificial Intelligence (AI) is playing a transformative role in space exploration, satellite operations, 

deep-space missions, and Earth observation. AI-powered systems enhance mission planning, 

automate spacecraft operations, analyze astronomical data, and improve satellite-based 
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communication and imaging. AI-driven space applications also contribute to climate monitoring, 

disaster response, and planetary research. 

The ENFIELD project integrates AI into the space industry to: 

• Enhance spacecraft autonomy and mission planning through AI-driven automation. 

• Optimize satellite data analysis for Earth observation and space weather monitoring. 

• Improve deep-space communication and navigation using AI models. 

• Enable AI-driven space situational awareness (SSA) for satellite tracking. 

• Ensure compliance with international space regulations and ethical AI governance. 

The key objectives of the Space Vertical in ENFIELD include: 

1. Developing AI-driven autonomous systems for spacecraft and satellite operations. 

2. Enhancing deep-space mission planning with AI-based predictive analytics. 

3. Using AI for space debris detection and collision avoidance. 

4. Leveraging AI for advanced Earth observation and climate monitoring. 

5. Ensuring compliance with international space governance and ethical AI standards. 

This chapter explores ENFIELD’s AI-driven strategies for space applications, focusing on satellite 

operations, deep-space exploration, AI for Earth observation, space situational awareness, and 

regulatory compliance. 

 

19.2 Data Collection and Processing for AI in Space 

19.2.1 Sources of Space Data 

AI-driven space applications rely on real-time, high-resolution, and multi-spectral data from: 

• Satellites and space telescopes – Capturing images and remote sensing data from Earth 

and beyond. 

• Interplanetary probes and rovers – Collecting scientific data from Mars, the Moon, and 

other celestial bodies. 

• Astronomical observatories – Analyzing deep-space objects, cosmic radiation, and dark 

matter signals. 

• Ground-based tracking stations – Monitoring satellite positioning and deep-space 

communications. 

19.2.2 Types of Space Data Used in AI Models 

ENFIELD’s AI models process: 
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• Satellite imagery – High-resolution optical and synthetic aperture radar (SAR) images. 

• Spectral and hyperspectral data – Used for environmental and resource monitoring. 

• Astrophysical data – Analyzing galaxies, exoplanets, and cosmic phenomena. 

• Telemetry and sensor data – Monitoring spacecraft health and performance. 

19.2.3 AI-Based Data Preprocessing for Space Applications 

To enhance data quality and usability, ENFIELD applies: 

• AI-driven noise reduction and data filtering techniques. 

• Cloud removal algorithms in satellite imagery for better clarity. 

• Data fusion techniques combining optical, radar, and infrared datasets. 

 

19.3 AI for Autonomous Spacecraft Operations 

19.3.1 AI-Driven Autonomous Navigation and Control 

AI improves spacecraft autonomy by: 

• Using reinforcement learning for trajectory optimization in deep-space missions. 

• Applying AI-based autonomous landing systems for lunar and planetary exploration. 

• Enhancing spacecraft docking and rendezvous operations with AI-powered guidance. 

19.3.2 AI for Predictive Spacecraft Maintenance 

Predictive AI models prevent mission failures by: 

• Detecting early signs of spacecraft system malfunctions. 

• Analyzing real-time telemetry for AI-powered fault detection. 

• Enabling self-repair and adaptive response mechanisms in spacecraft. 

19.3.3 AI in Deep-Space Communication and Signal Processing 

AI enhances deep-space communication by: 

• Improving data compression and signal enhancement for interplanetary missions. 

• Using machine learning models for autonomous error correction in deep-space 

transmission. 

• Optimizing bandwidth allocation for multi-satellite communication networks. 

 



ENFIELD  D1.3 

ENFIELD: European Lighthouse to Manifest Trustworthy and Green AI  107 

19.4 AI for Earth Observation and Climate Monitoring 

19.4.1 AI in Remote Sensing and Environmental Monitoring 

AI-powered satellite data analysis enhances environmental monitoring by: 

• Detecting deforestation, urban expansion, and water pollution using AI-driven image 

analysis. 

• Using deep learning models to assess the impact of climate change on global ecosystems. 

• Monitoring agricultural land for yield prediction and precision farming. 

19.4.2 AI for Natural Disaster Prediction and Response 

AI improves disaster management by: 

• Detecting hurricanes, wildfires, and floods using satellite imagery. 

• Predicting disaster impact and assisting in emergency response planning. 

• Optimizing relief distribution logistics with AI-powered disaster response models. 

19.4.3 AI-Driven Space Weather Forecasting 

AI enhances space weather monitoring by: 

• Predicting solar storms and geomagnetic disturbances affecting satellite communications. 

• Analyzing solar activity patterns to forecast space weather events. 

• Using AI models to minimize radiation exposure risks for astronauts and satellites. 

 

19.5 AI for Space Situational Awareness (SSA) and Debris Management 

19.5.1 AI in Space Debris Detection and Collision Avoidance 

AI improves orbital debris tracking by: 

• Detecting space debris using AI-enhanced radar and optical sensors. 

• Predicting collision risks with active satellites and spacecraft. 

• Optimizing spacecraft maneuvering strategies for collision avoidance. 

19.5.2 AI for Satellite Fleet Management 

AI optimizes satellite operations by: 

• Automating satellite positioning and attitude control. 

• Using AI for dynamic reconfiguration of satellite constellations. 

• Predicting satellite lifespan and optimizing deorbiting strategies. 
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19.5.3 AI in Secure Satellite Communication and Cybersecurity 

AI strengthens space cybersecurity by: 

• Detecting anomalies and cyber threats in satellite networks. 

• Using AI-based encryption models to secure satellite communications. 

• Preventing hacking and unauthorized access to critical space infrastructure. 

 

19.6 Compliance with Space Governance and Ethical AI in Space Exploration 

19.6.1 Regulatory Compliance for AI in Space Missions 

ENFIELD ensures compliance with: 

• United Nations Outer Space Treaty regulations. 

• ESA (European Space Agency) guidelines for AI-powered space missions. 

• ITU (International Telecommunication Union) policies for satellite communication. 

19.6.2 Ethical AI for Space Exploration 

AI-driven space applications must be fair, explainable, and accountable. ENFIELD applies: 

• AI fairness auditing for unbiased decision-making in planetary exploration. 

• Explainable AI frameworks for human-in-the-loop mission control. 

• AI governance policies to prevent unethical AI deployment in space operations. 

19.6.3 AI for Sustainable Space Exploration 

ENFIELD promotes sustainability in space by: 

• Using AI for sustainable space mission planning. 

• Reducing satellite launch emissions through AI-optimized fuel consumption. 

• Developing AI-driven planetary colonization models for human space exploration. 

 

19.7 Monitoring, Evaluation, and Continuous Improvement 

19.7.1 AI Performance Metrics for Space Applications 

ENFIELD evaluates AI-driven space solutions using: 

• Accuracy of AI-powered satellite imagery analysis. 

• Efficiency improvements in AI-driven spacecraft autonomy. 

• Reduction in collision risks through AI-based space debris tracking. 
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19.7.2 AI Auditing and Compliance Monitoring 

ENFIELD ensures compliance with space regulations through: 

• Quarterly AI model audits for space mission safety and security. 

• Annual compliance reviews for ethical AI in planetary exploration. 

• Real-time AI monitoring systems for spacecraft fault detection. 

 

20. Local Data Management Plan and Data Protection Officer 
 

20.1 Introduction 

The Local Data Management Plan (LDMP) plays a crucial role in ensuring efficient, secure, and 

compliant data handling within the ENFIELD project. It outlines data governance policies, storage 

strategies, access control mechanisms, and regulatory compliance to protect sensitive 

information. 

Additionally, the Data Protection Officer (DPO) ensures that ENFIELD’s data management 

practices align with legal, ethical, and security standards, particularly GDPR (General Data 

Protection Regulation), EU AI Act, and other relevant data protection frameworks. 

The key objectives of the Local Data Management Plan (LDMP) and DPO framework in ENFIELD 

include: 

1. Defining data ownership, storage, and sharing policies. 

2. Ensuring compliance with data protection laws such as GDPR. 

3. Implementing security measures for data integrity and confidentiality. 

4. Facilitating ethical and transparent data processing for AI models. 

5. Assigning the Data Protection Officer (DPO) to oversee compliance and risk management. 

This chapter details ENFIELD’s data management policies, including data governance, protection 

strategies, access control, ethical considerations, and compliance mechanisms. 

 

20.2 Data Governance and Ownership 

20.2.1 Data Ownership and Responsibilities 

Data generated in the ENFIELD project is categorized into: 

• Consortium-Owned Data – Data shared across ENFIELD partners for research purposes. 

• Third-Party Data – External datasets acquired under licensing agreements. 
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• Public Data – Open-access datasets used for AI model training and benchmarking. 

20.2.2 Roles and Responsibilities in Data Management 

To ensure efficient and secure data handling, ENFIELD assigns the following roles: 

• Data Owners – Institutions responsible for data collection and maintenance. 

• Data Stewards – Individuals ensuring data quality, metadata management, and 

accessibility. 

• Data Protection Officer (DPO) – Ensuring compliance with GDPR and AI ethics policies. 

20.2.3 Data Categorization and Lifecycle 

ENFIELD follows a structured data lifecycle model: 

1. Data Collection – Gathering structured and unstructured data from various sources. 

2. Data Storage and Processing – Secure storage and AI-driven analysis. 

3. Data Sharing and Access – Enabling controlled and role-based data access. 

4. Data Archiving and Deletion – Securely archiving or deleting data when no longer needed. 

 

20.3 Data Storage and Security Measures 

20.3.1 Secure Data Storage Infrastructure 

ENFIELD employs a hybrid cloud and on-premise storage system: 

• Cloud-Based Storage – Secured under EU data sovereignty regulations (e.g., EOSC, 

OpenAIRE). 

• On-Premise Repositories – Used for storing confidential research data. 

• Blockchain-Based Data Integrity Verification – Ensuring tamper-proof data logs. 

20.3.2 Encryption and Access Control Mechanisms 

To prevent unauthorized access, ENFIELD implements: 

• AES-256 Encryption – Protecting sensitive datasets at rest and in transit. 

• Multi-Factor Authentication (MFA) – Ensuring secure access control. 

• Role-Based Access Control (RBAC) – Assigning permissions based on user roles. 

20.3.3 AI-Driven Anomaly Detection for Data Security 

ENFIELD integrates AI-powered security models to: 

• Detect unauthorized data access attempts. 
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• Prevent data breaches through anomaly detection models. 

• Monitor real-time network activity for cyber threat identification. 

 

20.4 Data Sharing, Access Control, and Ethical Considerations 

20.4.1 Data Access Levels 

ENFIELD categorizes data access into: 

1. Public Access – Open datasets available under FAIR principles. 

2. Restricted Access – Internal research datasets with controlled sharing policies. 

3. Confidential Data – Sensitive or proprietary information requiring DPO approval for 

access. 

20.4.2 Ethical Data Sharing and Processing 

ENFIELD ensures ethical AI development and responsible data sharing by: 

• Implementing AI ethics guidelines for data usage. 

• Obtaining informed consent for personal data processing. 

• Ensuring fairness and non-discrimination in AI-driven decision-making. 

20.4.3 Privacy-Preserving AI Methods for Sensitive Data 

To ensure privacy in AI model training, ENFIELD employs: 

• Federated Learning – Training AI models without centralizing raw data. 

• Differential Privacy – Adding noise to datasets to prevent re-identification. 

• Homomorphic Encryption – Enabling encrypted computations for AI processing. 

 

20.5 Compliance with GDPR and International Data Regulations 

20.5.1 GDPR Compliance in AI Data Processing 

ENFIELD ensures GDPR compliance by adhering to: 

• Data Minimization – Collecting only necessary data for AI model training. 

• Right to Access and Erasure – Allowing users to request access or deletion of their data. 

• Data Protection Impact Assessments (DPIAs) – Evaluating risks in AI-driven data 

processing. 
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20.5.2 International Data Governance Frameworks 

Beyond GDPR, ENFIELD aligns with: 

• EU AI Act requirements for high-risk AI applications. 

• OECD AI Guidelines for transparency and accountability. 

• ISO/IEC 27001 standards for AI cybersecurity and risk management. 

20.5.3 AI Model Explainability and Transparency 

To ensure accountability in AI decisions, ENFIELD implements: 

• Explainable AI (XAI) frameworks for regulatory compliance. 

• AI audit logs to track decision-making processes. 

• Bias and fairness monitoring tools to prevent discriminatory AI outputs. 

 

20.6 Role of the Data Protection Officer (DPO) in ENFIELD 

20.6.1 Responsibilities of the DPO 

The Data Protection Officer (DPO) oversees: 

• GDPR and AI Act compliance for data processing activities. 

• Data security risk assessments and mitigation strategies. 

• Stakeholder engagement for ethical AI governance. 

20.6.2 AI Risk Management Strategies 

To prevent AI-related data privacy violations, the DPO: 

• Implements AI bias detection frameworks. 

• Monitors AI decision-making for potential ethical risks. 

• Coordinates with legal experts to align with evolving AI regulations. 

20.6.3 AI Governance and Ethical AI Audits 

The DPO ensures AI governance best practices by: 

• Conducting regular AI ethics and compliance audits. 

• Implementing AI explainability tools for transparency. 

• Ensuring AI accountability mechanisms for high-risk applications. 
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20.7 Monitoring, Evaluation, and Continuous Improvement 

20.7.1 Key Performance Indicators (KPIs) for Data Management 

ENFIELD evaluates data security and governance effectiveness through: 

• Compliance audit success rates for GDPR and AI Act. 

• Incident response times for data security breaches. 

• User satisfaction scores on AI explainability and data privacy. 

20.7.2 Continuous AI Auditing and Risk Mitigation 

To maintain data integrity, ENFIELD ensures: 

• Quarterly AI risk assessments for bias and security. 

• Annual compliance reviews for data governance policies. 

• Real-time monitoring of AI-driven data processing activities. 

20.7.3 Future Research and Development in AI Data Protection 

ENFIELD continues to: 

• Advance AI-driven cybersecurity solutions for data protection. 

• Develop privacy-preserving AI models for secure data sharing. 

• Explore blockchain-based data integrity verification for AI applications. 

 

21. Integration of Ethics and Gender Equality Dimensions 
 

The ENFIELD project is committed to embedding ethics and gender equality considerations 

across all aspects of data management, AI development, and research governance. Ethical 

integrity and gender inclusivity are foundational principles that guide data collection, processing, 

and decision-making, ensuring compliance with legal frameworks, regulatory standards, and best 

practices. By integrating these dimensions, ENFIELD aims to promote fairness, prevent bias, 

safeguard privacy, and uphold responsible AI development. This section outlines the project's 

approach to ethics and gender-responsive research, highlighting key measures taken to ensure 

transparency, accountability, and inclusivity in AI-driven innovations. 

 

21.1 Integration of Gender Dimension 

Gender considerations were thoroughly integrated into developing and managing data throughout 

the project, as outlined in Sections 11.2 (Integration of Sex and Gender Dimensions in AI) and 

11.5 (Non-Discrimination in Data Collection). This approach ensured that gender was consistently 
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accounted for in data collection, analysis, and reporting processes. By actively considering 

gender-related factors, the project aimed to promote inclusivity, avoid bias, and ensure that 

research outcomes reflect diverse gender perspectives and needs, aligning with best practices 

for gender-responsive research. 

21.2 Integration of Ethics 

Ethical considerations were rigorously integrated into the development and management of data 

throughout the project, as outlined in Sections 6.7.1 (Ethics Review Board) and 6.2 (Informed 

Consent). This approach ensured that data was collected, stored, and shared in accordance with 

ethical standards, guiding decisions related to privacy, security, and participant consent. These 

measures align with best practices for responsible data management, ensuring compliance with 

ethical guidelines and relevant legal frameworks. 

The work carried out in Deliverable D1.3 followed the ethical standards set by the ENFIELD Grant 

Agreement, Article 14 (Ethics and Values), with specific ethics rules detailed in Annex 5. 
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